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Security Assertion Markup Language
(SAML) V2.0 Technical Overview

Committee Draft 02
25 March 2008

SAML [24&]

This Version:
http://docs.oasis-open.org/security/saml/Post2.0/sstc-saml-tech-overview-2.0-cd-02.html

Secu rify Assertion Marku p Lan guage it docs oasis-open.org/secuiy/samiPost./ssc-sam-ech-overview-2.0-00-02.pf

http://docs.oasis-open.org/security/saml/Post2.0/sstc-saml-tech-overview-2.0.cd-02.0dt

&l SE2IS(Single sign-on)E 2ISt THBEE ooy

SAMLOIEr? OASIS

Latest Version:
http://docs.oasis-open.org/security/saml/Post2.0/sstc-saml-tech-overview-2.0.html

http://docs.oasis-open.org/security/saml/Post2.0/sstc-saml-tech-overview-2.0.pdf
http://docs.oasis-open.org/security/saml/Post2.0/sstc-saml-tech-overview-2.0.odt

Technical Committee:
OASIS Security Services TC

Chairs:
Hal Lockhart, BEA
Brian Campbell, Ping Identity

Editors:
Nick Ragouzis, Enosis Group LLC
John Hughes, PA Consulting
Rob Philpott, EMC Corporation
Eve Maler, Sun Microsystems
Paul Madsen, NTT
Tom Scavo, NCSA/University of lllinois

Related Work:
N/A

Abstract:
The Security Assertion Markup Language (SAML) standard defines a framework for exchanging

sstc-saml-tech-overview-2.0-cd-02 Mar 25,2008
Copyright® OASIS® 2008. All Rights Reserved.
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FHI(Subject)
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OI=(Authentication)
q CIX[= AEXHO|, AFZXL DR H|ZEHS)E Ol 2%t FH|Ql HS

“Verifying that the subject seeking access to a resource is the one previously identified and approved”

o7}/ &As20{(Authorization)

ZH|7H MH|A /2| A A0 M2 IHs O{RE ZH

=M(Attribute)

9 AFEXte| MAME (o, oMY, MotHT 5)
Cioi(Assertion)
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@ MIEHIOIE] w12t
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Metadata @ \Metadﬂ
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Image Source: https://en.wikipedia.org/wiki/SAML_metadata
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OHOICIMIZS X/ MHIAMIS XI] AL YRS &S XML O

adata" xmlns:shibmd="urn:mace:shibboleth:metadata:1.0" xmlns:ds="http://www.w3.0rg/2000/09/xmldsigh"

i ID="pfx7e712720-a30c-d1£4-0548-88£e79206281"><ds: Signature>
° TE1g) ca 1o Gorithm D://www.w3.0rg/2001/10/xml-exc-cl4n#" />
*I HI <ds'ngnatureMethod Algunchm http //m w3. orq/2000/09/mnldsig~tsa shal"/>
— E n I y - <ds:Reference URI="#pfx7e712720-a30c-d1£4-0548-88£e79206281"><ds:Transforms><ds:Transform Algorithm="http://www.w3.0rg/2000/09/xmldsig#enveloped-signature"/><ds:'

l<ds:ReyInfo><ds:X505Data><d=:X509Certificate>MI IDUTCCAqQGgAwIBAgIJAOCUOOjK SqGS Ib3DQEBCwWL DV DA HQ4wDAYDVQOKDAVLSVNUSTI]

q
[-] <md:IDPSSODescriptor protocolSupportEnumeration="urn:oasis:names:tc:SAML:2.0:protocol">
-II o £ , [emrEwesTETONE
I co pe /’+ <shibmd:Scope xmlns:shibmd="urn:mace:shibboleth:metadata:1.0" regexp="false">coreen.or.kr</shibmd:Scope>

</md:Extensions>

<md:KeyDescriptor use='signing">

=]
o ' [ a I nl o ’ 5 =] <ds:ReyInfo xmlns: "http://www.w3.0rg/2000/09/xmldsigh">
2 2 g =] <ds:X509Data>
= ° = <ds:X509Certificate>MI IDUTCCAqGgAWIBAGTJAOCUO0JK2 SqGS Ib3DQEBC
(rd </ds:X509Data>
£ </ds:ReyInfo>
* z * ! </md:KeyDescriptor>
— ** = <md:ReyDescriptor use="encryption">
=] <ds:ReyInfo xmlns:ds="http://www.w3.0rg/2000/09/xnldsigh">
L]
** Protocol endpoints

23

DgYDV q: MQ4wDAYD V! TEfMBOGAIL

<ds:X509Certificate>MIIDUTCCAqGYAWIBAGIJAOCUOOIK SqGS Ib3DQEBC 'DgYDVQOHDAIE:
</ds:X509Data>
</ds:ReyInfo>

o 04WDAYDVY MBOGA1L

<md:SingleLogoutService Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-Redirect"” Location="https://coreen-idp.kreonet.net/simplesaml/saml2/idp/SingleLogout;|
<md:SingleLogoutService Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST" Location="https://coreen-idp.kreonet.net/simplesaml/saml2/idp/SingleLogoutServ.
<md:NameIDFormat>urn:oasis:names:tc:SAML:2.0:nameid-format: transient</md:NameIDFormat>
<md:SingleSignOnService Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-Redirect" Loca
<md:SingleSignOnService Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST" Location=
md: IDPSSODescriptor>

on="https://coreen-idp.kreonet.net/simplesaml/saml2/idp/SsoService.p]
"https://coreen-idp.kreonet.net/simplesaml/saml2/idp/SsoService.php"/:

<md:OrganizationName xml:lang="en">KREONET</md:OrganizationName>
<md:OrganizationDisplayName xml:lang="en">KREONET</md:OrganizationDisplayName>
<md:OrganizationURL xml:lang="en">http://www.kreonet.net/</md:OrganizationURL>
md:Organization>

Ihd: ContactPerson contactType="technical">

<md:Gi /md:Gi

<md: SurName>support</md: SurName>
<md:EmailAddress>coreen@kreonet.net</md:EmailAddress>

md: C; Person>

L</md:EntityDescriptor>
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' SAML Request
MHIARIZXD} ME6Hs 1SQ A HIAIK

<samlp:AuthnRequest
* I L 2 xmins:samlp="urn:oasis:names:tc: SAML:2.0:protocal ™
[ — xmins:saml="urn:oasis:names:tc:SAML:2.0:assertion”
10="_bc6335d097040d7d40c161cadel adet f d2d47c3dd”
SSO MHIA =4
1-| a CS Ai HI . z A ﬂssertanunsumerberwcélJHL- https 77webinar. ka1e or. kr/snmplesamllmudule php/Saml/sp/sam2-acs . php/def ault— 5B
. 0 ST OO0

— ™ e <saml : lssuer>https f/weblnar kafe or, kr/sp/sumplesamIphp</san| Issuer>
<samlp:MamelDPolicy

I I Format="urn:0asis:nanes: tc: SAML:2,0:naneid-f ornat :t ransient
Assertion Consumer Service Forms-un gt mmes:tci WAL 2.0 rem - rmt trnsion
<sanlp:Scoping>
1] AiHI*HI-.-I} %I} Sawmups://webin&r.kufe.or.kr/sp/pythonlt/snnlp:Requesterll]>
</samlp:Scoping>

</samlp:AuthnRequest>

oL IR PR - P L P Th L
(= =t
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'kSAML Response with Assertion
ISQ M [HEt SR OLOICIMZXD} HE

<samlp:ArtifactResponse xmlns:samlp="urn:oasis:names:tc:SAML:2.0:protocol™
ID="92d9926a42ce0f17629c6af30aéddB8als5£a7409415" InResponseTlc
2.0" Issuelnstant="2007-01-02T20:48:352">
<saml:Issuer xmlns:saml="urn:oasis:names:tc:SAML:2.0:assertion">
idp.ssocircle.com

</saml:Issuer>
<samlp:Status xmlns:samlp="urn:oasis:names:tc:SAML:2.0:protocol"s
° <samlp:StatusCode xmlns:samlp="urn:oasis:names:tc:SAML:2.0:protocol”

Value="urn:casis:names:tc:SAML:2.0:status:Success">
</samlp:StatusCode>

H" </samlp:Status>
(-] <samlp:Response xmlns:saml rn: : : L:2.0:protocol”
E D 7 £0e2 800d332156£0£db93c5d0"
t T 2.0" IssueInstant="2007-01-02T20:48:35Z">
n‘ . H H m
idp.ssocircle.com
128(Signature

<samlp:Status xmlns:samlp="urn:casis:names:tc:SAML:2.0:protocol”>
<samlp:StatusCode xmlns:samlp tc:SAML:2.0:protocol™

d |g eST(?_Ilﬁ E)% JHE 9 I E o=|.§ §I‘ /mpsuﬁesmos

</samlp:Status>

<saml:Assertion ns:saml="urn:casis:names:tc:SAML:2_.0:assertion” Versi -
o = 325d1bbb23edl3c6da325a6£7637c6dc5d9e7£13a5" Issuelnstant 007-01-02T20:48:352">
<saml:Issuer>
[ ] _— O 3

idp.ssocircle.com
</saml:Issuer>

oIH= Ol B2=ss <saml:Subject>
° =s * 22 <saml:NameID NameQualifier="idp.ssocircle.com" Format="urn:ocasis:names:tc:SAML:2.0:nameid-format:persistent”>

amvS0ywHQrEW2 rmaRViMpHX4qyDA

</saml:NameID>
I E <saml:SubjectConfirmation Method="urn:oasi ’ : :2.0:cm:bearer”>
<saml:SubjectConfirmationData NotOnOrAfter="2007-01-02T20:58:35Z" InResponseTo="NKRDzVK7e
| N ° ° Recipient="http://cgi.cchos.de:80/cgi-bin/zxid" ></saml:SubjectConfirmationData>
</saml:SubjectConfirmation>

% =71, oK, Of MHIAKIZSXIS 2IsH =

<saml:AudienceRestriction>

<saml:Rudience>
oft ISZA|(0ll, HIZ2H=)22 2913451 ———

</saml:AudienceRestriction>

° [ m—_—— E </saml:Conditions>
>x< * I ’ m JJ I ot I , E <saml:AuthnStatement AuthnInstant="2007-01-02T20:48:352" SessionIndex="324bfc21323ee9¢cll7b£5769a074belf£f177262701">
<saml:AuthnContext>

<saml :AuthnContextClassRef>

A . 1 , ' urn:ocasis:names:tc:SAML:2.0:ac:classes:PasswordProtectedTransport
- O HA

<&i> SAMLOIM M3l 3

"RKNZYnlEM"

Versio

a

</saml:AuthnContext>
</saml:AuthnStatement>
</saml:Assertion>
/samlp Respcﬂse>

= == SRSrHARLRILILE
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Digital Signature

<saml:Assertion
xmins:xsi="http://www.w3.0rg/2001/¥MLSchema-instance”
xminsixs="http://www.%3.0rg/2001/XMLSchema”
a « . 5 10="_dee1121c24771a9cf 31ef 2089231 12f 5d9e24d8722"
Signing Verification Version="2.0°
|ssuelnstant="2022-11-14T08:17:352">
<saml : Issuer>https://sanl .kafe.or .kr/idp/simplesamiphp</sami : | ssuer>
<ds:Signature
xnins:ds="http://wew.w3.0rg/2000/09/xm|dsig#">
<ds:SignedInfo>
<ds:Canonical izat ionMethod
Algorithm="http://www.w3.0rg/2001/10/xm|-exc-c1dr"/>
<ds:SignatureMethod
Algorithm="http://www.w3.0rg/2001/04/xn|dsig-norefrsa-sha2s6" />
<ds:Reference
URI="#_dee!121c24771a9cf 31ef 2089231 12f 5d9e24d8722" >
<ds:Transforms>

<ds:Transform
Algorithm="http://www.w3.0rg/2000/09/xm|dsig¥enve |oped-signature”/>

3 <ds:Transform
Signature Algorithm="http://www.w3.0ra/2001/10/xm|-exc-c1dn¥" />
</ds:Transforms>
<ds:DigestMethod

Hash
fioton 101100110101
Hash

Data

Encrypt hash
using signer's
private key

m0

E »
Q 111101101110

Certificate Signature

Digitally signed data

<ds:DigestYalue>

whUzt | pvkUdoSp3kJbm3atWy | x1bi AyZLE WzYy j ByvKB=
</ds:DigestVYalue>

</ds:Reference>
</ds:SignedInf o>
Attach 2 <ds:SignatureValue>M3H]+Yzabd3p3JWIuUUIH1aYZNIDFf bZn+U32CnbAUAj CCYhdyJnMwkyvsz6G8 i Gi 0rUA+N1LOBN240a 1V npTsBUBCKhRWESUgC //03
to data : ZpOAYURTUSI Qw==

101100110101 — 101100110101 </ds:SianatureYalue>
<ds:KeyInfo>
Hash Hash <ds:X509Data>
N <ds:X508Cert if icate>M| |D0TCCArmgAw|BAg | JAOMgLpYea 1 i AMADGCSqGS | bSDNEBCWUAMHBRC2AJBINYBAYTAKt SMRAWDGYDVOOHDACEYINGZ IS
/dsd'?s:lxsiﬂ%atn
i i : </ds:KeyInfo>
If the hashes are equal, the signature is valid. </ds-Sionatures
* <saml:Subject>
A <sam! :NamelD
i i SPNameQual if ier="https://webinar .kafe.or.kr/sp/simplesaniphp”

Digitally signed data Format="urn:oasis:names:tc:SAML:2.0:nameid-format :transient “>_9c25d611ebbb97df 5b96738d37f 023234 7h 7586685
</saml :Name|D>
<saml! :SubjectConf irmation

Method="urn:oasis:names:tc:SAML:2.0:cm:bearer™>

<saml :SubjectConf irmat ionData

~

il TS

-~
“

Image Source: https://www.identityfusion.com/
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displayName

Attributes in SAML Assertion
B e

Assertionlll £8(Attributes) E& e T

Name="urn:0id:2.16.840.1.113730.3.1.241"
laneFormat="urn:oasis:names:tc:SAML 2. 0 attrname-format turi™>
<saml:AttributeYalue
xsiitype="xs:string">Jinyong JO
</saml :AttributeYalue>
</saml :Attribute>
<sam| :Attribute

H °1 *I Name="urn:0id:0.9.2342.19200300.100.1.3"
r I e n n a m e NameFormat="urn:oasis:names:tc:SAML:2.0:attrnane~format iuri”>
° I <saml :AttributeYalue

¥si:type="xs:string”>jinyong. jo@gmail .com

o </saml :AttributeYalue>
</saml :Attribute>
1 Friendly name
Name="urn:oid:1.3.6.1.4.1.5923.1.1.1.1"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format turi™>

(0): cn/commonName, sn/surName, e

</saml :AttributeYalue>

[ ] o ge <saml:AttributeYalue
xsi:type="xs:string">member
1 OID(Object Identifier)
</saml :Attribute>
<sam| :Attribute

° ° ° Name="urn:0id:2.5.4.10"
° ° ° NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format turi™>
LA L4 <saml:AttributeYalue

xsi:type="xs:string™>KISTI
</saml :AttributeYalue>
</saml :Attribute>
<saml :Attribute
Name="urn:oid:1.3.6.1.4.1.5923.1.1.1.6"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrnane-format :uri™>
<saml :AttributeValue

Identlty Service s :type="xs:string">j inyd2@coreen. or .kr
. . </saml :AttributeYalue>
Provider Provider sl iAttributes
<saml:Attribute
SP IdP Name="urn:oid:1.3.6.1.4.1.25178.1.2.9"
Metadata Metadata NameFormat="urn:oasis:nanes:tc:SAML:2,0:attrname-format :uri”>
<saml :AttributeValue
xsi:type="xs:string">coreen.or.kr

</saml :AttributeYalue>
</saml:Attribute>
<saml :Attribute

Name="urn:oid:1.3.6.1.4.1.5923.1.1.1.10"
SAML NameFormat="urn:oasis:names:tc:SAML:2.0:att rname-f ormat turi”>
<saml :AttributeYalue>
Assertion <san| :Name|D
NameQua | if ier="https://coreen-idp.kreonet.net/idp/simplesan|php”

SPNamelua | if ier="https://f i lesender . kreonet .net/sp/simplesamiphp”
Format="urn:oasis:names:tc:SAML:2.0:naneid-format :persistent ">d74f 17c343df 30493dcBef 7171958¢01716f 1d03
We wser </sanl :Name|D>
</saml :AttributeYalue>
</saml:Attribute>
</saml :AttributeStatement>
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Attributes provided

MHIZHIS K= +58S SP
HIEIEHIOIEINI J1=

<2?xml version="1.0" encoding="UTF-8"2>

<md:EntityDescriptor xmlns="urn:oasis:names:tc:SAML:2.0:metadata" xmlns:md="urn:oasis:n
xmlns:ds= "http.//wa.w3.org/2000/09/xmldsigﬁ“ xmlns:saml="urn:casis:names:tc:SAML:2.0:a
xmlns:shibmd="urn:mace:shibboleth:metadata:1.0" xmlns:mdui="urn:oasis:names:tc:SAML:met
xmlns:mdattr="urn:oasis:names:tc:SAML:metadata:attribute" xmlns:mdrpi="urn:oasis:names:
xmlns: Ldpdlsc_"urn'oasis'names’tc’SAML'profiles'SSO'idp—discovery—protocol” xmlnsg:init=

xmlns:xi="http://www.wB.org/ZOOl/
entltyID https://snu. bookcube biz/sp/shibboleth">
<md:Extensions>

<mdrpi:RegistrationInfo registrationAuthority="http://kafe.kreonet.net" registrationI

1. ZH M| Al XHentityID) X 2 754 2ol

Identity
Provider

<md:AttributeConsumingService index="0">
<md:ServiceName xml:lang="en">Bookcube for Seoul National University</md:ServiceName>
<md:ServiceDescription xml:lang="en">It is a service that allows you to use e-books online. Users can :
<md:RequestedAttribute FriendlyNam eduPersonPrincipalName" Name="urn:0id:1.3.6.1.4.1.5923.1.1.1.6" N:¢
<md:RequestedAttribute FriendlyNam eduPersonAffiliation" Name="urn:o0id:1.3.6.1.4.1.5923.1.1.1.1" Name
<md:RequestedAttribute FriendlyNam email" Name="urn:o0id:0.9.2342.19200300.100.1.3" NameFormat="urn:o:z
<md:RequestedAttribute FriendlyName="displayName" Name="urn:oid:2.16.840.1.113730.3.1.241" NameFormat='

</md:AttributeConsumingService>

SAML SP Metadata
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SEMHILTL AFE XL
=S 0{0| AlE
GllAl

A 0l18

<& 1>
urn:oid:1.3.6.1.4.1.5923.1.1.1.
eduPersonScopedAffiliation

<saml:Attribute

Name="urn:0id:1.3.6.1.4.1.5923.1.1.1.9"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-

format:basic">

<saml:AttributeValue
xsi:type="xs:string">student@kisti.re.kr

</saml:AttributeValue>

</saml:Attribute>

)| kIS‘|'I re. krill £=5%! stior AH| C ores

SAML Assertion &

MHIZNIES Xl 1= S&
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AuthnRequest/Response HIAIXI
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0
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Chrome Plugin2 SAML HIAIX] L2
1
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@

[HSE8
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y HE #2 (H12)

-I HI AN x.“ frn | II.] E =10] H-I E % EI Select an AuthnContextRef type
urn:oasi

[71 =
HOo
is:names:tc:SAML:2.0:ac:classes:Password v LOGIN

FE test-idpE &1EH

Remember my choice

® SAML Request HIAIX] Q!
@ HSE OIOICIMISXINIA BIE AIZ2XL HIZBCE =9
@ SAML Response HIAIX] 2l

URL=2 edu.kafe.or krE &=
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[Zt11] Identity federation
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y Identity federation(212!212})

Seist IOl 2R

— -_— O TT
il mll
Eio}0ll I3t 0]
212k0i| elst &
il ° ol — Federation Feder atl - Ser\nce | dent
o1sr= S A0l Clol =2l

___________
L T

Users - e

\m
x 2ILI2io] Algioist2 KAFE

(Korean Access Federation), . @
IS | £ A 2 ol i

Partner @ " TTTTsses-cscs-ess-sss-ess=SooolT

Image Source: Geant



' Federation operation

Tl RIS

O ™

HIEIGIOIE] Z212] SAML Web Browser SSO

e | —] E __II_ x.“_g_ With Automated Metadata Exchange
TN

HIAIXISHI(Optional)

% HIAIXIS AL Ot 32,
OHOICIMIS Xt MHIZMIS XIJt
BHISLXNE Soll 21 & SAML
HIAIXIS ulzt

J9smoug o

Image Source: https://en.wikipedia.org/wiki/SAML_metadata
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'kz-JH.J.&.é SAML £ZE9I0]

—8s T Shibboleth SAMLph
OIE E=Z HIZEHS X 509, HIZHS(SQL/LDAP/Radius),
SPNEGO/Kerberos, IP X.509, Social media
Address, etc
H=X& SAML 1.1/2.0, X.509, Kerberos} SAML 1.1/2.0, OpenlID, Oauth
LDAP, SQL 2.0, Kerberos, VOOT, SQL,
LDAP, RADIUS
23 AN Java(Spring) for IdP, PHP for IdP and SP
Apache daemon for SP
1IE=RE(HA) K& Yes Yes
(CH~2l memcachedZE Eoll Ibs)
License GNU GPL v2.0 GNU LGPL v2.1
NS Shibboleth 214 AI A2 Xt HRLIEI




'kOIOII:IIiI-Z;-IIQ.I =t

1 OOICIMIS XK(IdP)

*k KAFE installer 0| &

k NTP AlZts7|=t & TLS S4 E=
* Apache & AHO|A S

1 CIOIEIHIOl£&

** MySQL, Oracle, LDAP, AD, Tibero,

MSSQL, RESTful API, 55

c)O

§< KAFE

5|mpIeSAMLphp

Install
& Config.

-~ [0

|dP

D nE

©

NTP

Database

My institution



‘Why NTP?

1 SAML response message

NotBefore- "2022-11-21T02:14: 442"

NotOnOraf ter="2022-11-21T02:20: 147">

<saml : Aud:enceﬂestrnctlon>
<saml :Audience> T o oo © ' /saml :Audience>

</saml :AudienceRestriction>

</saml :Conditions>

: t
Authnlnstant="2022-11-21T02:02:26Z"
SessionNotOnOraf ter="2022-11-21T10:15: 142"

<sam| : AuthnContext>
<sam| :AuthnContextClassRef>urn:oasis:names:tc:SAML:2.0:ac:classes:Password</sam| : AuthnContextClassRef >

</saml :AuthnContext>
</salI§AuthpStagelent>

1 SAML Metadata

<md:EntitiesDescriptor ID="kafe-20221128022233" Name="urn:mace:kisti.re.kr:kafe:testfed"
<md:Extensions>

validUntil="2022-11-28T02:22:33z"

<mdrpi:PublicationInfo creationInstant="2022-11-21T02:22:332" publisher="http://kafe.kr
</md:Extensions>
<1--
https://proxy.kreonet.net/sp/simplesamlphp
-—>
<md:EntityDescriptor entityID="https://proxy.kreonet.net/sp/simplesamlphp">
<md:Extensions>
<mdrpi:RegistrationInfo registrationAuthority="http://kafe.kreonet.net" registrationIn
</md:Extensions>

eonet.net"/>

stant="2015-11-10T08:32:00Z"/>

§< KAFE
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y CIOIEIHIOIL 21
®OOICIHIZ Xt MH 0 HIOIEIHIOIA(0, Oracle) 2H0IE12{2] &X]

| http://www.oracle.comOf|A Oracle instant client CH2=%: oracle instantclient basic, oracle instant client devel
. Instant client &X| rpm -ivh xxxx.rom
IIl. http://pecl.php.net/package/oci8 KAl oci8 CtREE
% oci8 H{™2 php H{A0]| 2|2/ J}L B = php HAUO| L= oci8HAHE THREE
IV, oci8 A x|

$ tar xvzf oci8-1.4.9.tgz
$ cd oci8-1.4.9
$ phpize

$ ./configure --with-oci8=shared,instantclient,/usr/lib/oracle/11.2/client64/lib
$ In -s /usr/include/oracle/11.2/client64/ /usr/lib/oracle/11.2/client64/lib/include
$ make all install

V. php @< echo ‘extension=0ci8.s0’ > /etc/php.d/oci8.ini; service httpd restart
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@ A= PHP 3E &

0

<?php
$user_id = "USER_ID";
$user_pw = "USER_PW";
$tns =
"(DESCRIPTION=(ADDRESS_LIST=(LOAD_BALANCE=ON)(FAILOVER=ON)(ADDRESS=(PROTOCOL=TCP)(HOST=192.168.10.10)(PORT=5055))(A
DDRESS=(PROTOCOL=TCP)(HOST=192.168.10.11)(PORT=5505)))(CONNECT_DATA=(SERVICE_NAME=HELLO_WORLD)))";
$conn = oci_connect("DB_ID", “DB_PW", $tns, ' AL32UTF8 ");
if(1$conn){
$e = oci_error();
var_dump($e);
}else echo "success";

$query = "SELECT NAME, EMAIL, AFFLI FROM TABLE(ORACLE_FUNC('$user_id', '$user_pw' ))";
$stid = oci_parse($conn, $query);
oci_execute($stid);
if(($row = oci_fetch_assoc($stid)){
$e = oci_error();
var_dump($e);
}
var_dump($row);
oci_free_statement($stid);
oci_close($conn);




GIOIEIHIOIA SIS(HI%)

q
BsimpleSAMLphp ..._El_E ¢’é‘
* /var®l simplesamlphp?t X[ &l

* protected function login($username, $password) &+ =3
= OfzH 29[ ofA| &

protected function login($username, $password) {
$db = new PDO($this->dsn, $this->username, $this->password);
$db->setAttribute(PDO: :ATTR_ERRMODE, PDO::ERRMODE_EXCEPTION);
$db->exec("SET NAMES 'utf8'");

$st = $db->prepare("SELECT username, password, name, email, affi from ex_users where username = '$username'");
IT(r$st-sexecute () )%
throw new Exception('Failed to Query database for the user');

1
J




GIOIEHIOIA SIS (I

@simpleSAMLphp £2423E £38(contd.)
* EHOl(Query) Z1E SAML attributesZ H2t

$attributes = array(
‘uid’' => array($username),
'displayName'’ => array($row[ 'name']),
‘cn' array($row[ 'name’]),
‘sn' $sn,
'givenName' $givenname,
‘mail’ => array($row['email']),
'eduPersonAffiliation’ => $this->eAffiliation,
'eduPersonPrincipalName’ => $eppName,
'eduPersonScopedAffiliation' => $epsAffiliation,
'organizationName’ => array('YOUR ORG FULL NAME'),
‘schacHomeOrganization' => array('yourorg.ac.kr'),
// for future use
‘eduPersonEntitlement’ => array('urn:mace:dir:entitlement:common-lib-terms'),

J- ()l =2 :7|-%§§-E;+ DM E%g EEJ‘ﬁBJ

Battributemap = [
'aRecord’
'aliasedEntryName'’

.2342.19200300.100.1.26",
4.1,

4.1,
.2342.19200300.100.1.37",
.2342.19200300.100.1.38",
.2342.19200300.100.1.55",
.4.38",

'aliasedObjectName'
'associatedDomain’
'associatedName’

'audio’
‘authorityRevocationlList’

FRCRCRCRTRT R
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[Z'11] Inter-Federation
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'kFedera’rions Map
1 OOIC| HICIZIO0IA2] I} 2t =




i< KAFE
= 2| SEAHI£ 0|2
1 =Ml &1212ist eduGAIN= Soll 218 HIEHHIOIE] ud

* JHRIEEXE|YE S MS5h= OO|CIMI S K tet ME|ARISKADE =&
* O{atEl eduGAIN HIEHH|O|E HHE FA(MH|AK| S 22l 7t5)
https://fedinfo.kreonet.net/signedmetadata/federation/KAFE-eduGAIN/eduGAIN-SP.xml

Federations in eduGAIN @ Entities in eduGAIN (2]

I

Participants 80 All entities 8801
Voting-only . IdPs 5185
Members
x ﬂ SPs 3631
1] = oy Candidates 5
Standalone AAs 2

* eduGAIN 7I2(KAFE 712 Al AEH)
* OFO|C|H|Z Xt &2, SIRTFI(EOW_' 32|/ 3) X Research & scholarship
co’regory(7H.°_|’§E*I*M%) T

<mdattr:EntityAttributes>

<saml:Attribute Nam ='httpilfnaced|r.or Jentity-category-support™ NamgFormat="urn:oasis:names:tc:SAHL:2.0:attrname-format:uri”>
<saml :AttributeYal : —and- hip</sanl:AttributeYalue>

</saml:Attribute> ) )

<saml :Attribute —certification” NameFormat="urn:oasis:names:tc:SAHL:2.0:attrname-format:uri”>
<sam| :Attribute alue>https flrefeds org/S|rtf|</sa|I Attrlbuteval e>

</saml :Attribute>

</mdattr:EntityAttributes>
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'kSIRTFI =TLP 3%
1 TLP(Traffic Light Protocol)

=
* UEEES SRERE XHE

k &ZE: https://www.cisa.qgov/1l TLP: RED

Not For Disclosure

181.1.253.234, IPV4ADDR, IP_WATCHLIST, C2, 12/28/2017 00:10:25Z, TLP:WHITE, According t Limited Disclosure

This information cannot be
_ disseminated to third parties
gentina. unless the sender permits it

o DHS and FBI analysis, this IP address is compromised infrastructure. This IP is geolocated in Ar This information can be shared with

participants of an organization or
some members of a community

Only participating groups can
ﬁ?ess to it.

of) &i2tel AFER

Additional restrictions can be made.
E - .
of) E tmo| FAtA

Community-Wide Disclosure Unlimited Disclosure
This information can be shared with This information can be shared
everyone in a particular community publicly with everyone
However, it cannot be published However, the laws of Copyright still
publicly on the Internet. need to be applied
P =
o) R stmo| Mita/SIHET} o) 25

Image Source: https://cyberhoot.com/cybrary/traffic-light-protocol/
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Part lil. MFA

Multi-Factor Authentication
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'kMFA(MuI’ri-Fac’ror Authentication)

1 Something you know(XI4!)
ed.. Password or PIN
1 Something you have(£ %
eg., token(smartphone, key, smart card)

1 Something you are(Hl)
eg.. XE, SKH, erEQl4]

=] R\ [el

| Step 2 Step 3
Username an d Token or PIN entered Fingerprint or other
password entered biometric verified

Image Source: https://www.rsa.com/multi-factor-authentication/what-is-mfa/
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'kWhy MFA?
9 1502 JHel I Z|ci&2(oil. OFOICI/HItH § %)

=
1 Googlell 32, = & 250, OOOJH°I 1210] EZI
1 o £ HIOIEl R=2] 2f 80% )t E% /-’.‘- orst HIE

GDPR and NIST guidelines —

Strong authentication



‘Types of MFA

91 Secure?

NFc '"'erc-’langeq OTP Carg
ar

United States Government

J U L201 84'— Card expiration date

D H SQ-— Agency affiliation
Y e‘glc:l::;tnr 4——F— Employee affiliation IVR: Inferocfive VOiC
—d Agency
Department of
Homeland Security

Issued .
2015JUL11 4———+— Card issuance date

Expiros
2018JUL10 €—————— Card expiration date

= Affiliation color code
[0 Contractor
[CJFederal employee
B Foreign national

d circuit chip

= Component indicator

J  PIV(Personal Identity Verification)
smart card

Sourca: GAO. | GAO-19-138

Image Source:
https://surepassid.com/blog/2023/01/11/types-of-mfa-compared

§<; KAFE

Other Last Sign-In Location
Knowledge Questions
Email OTP 75%
Desktop OTP Yes 85%

Mobile SMS OTP 75% Lower cost

Authenticators and
IVR OTP 75% complexity,

aY
e Response but mobile
App OTP (i.e. Google Yes 80% devices not
Authenticator) lways
Ellowed or

Push Notification Yes 90% vailable
FIDO2/WebAuthn Yes Yes 100%
mobile token

Hardware OTP hardware token Yes 100% Higher cost

Authenticators land
FIDO2/WebAuthn Yes Yes 100% complexity,
security key but

[sometimes

PIV smart card Yes Yes 100% required
PIV-derived Yes Yes 100%
authenticator




§< KAFE

Authenticator Assurance Level
1 NIST AAL

AAL2 AAL3

Two-step or two-factor Hardware-based authenticator
authentication

Single-factor authentication Approved cryptographic techniques Phishing-resistant authenticator
required (channel or verifier binding)

Phishing-resistant authenticator

encouraged, not required

Smartcard/PIV

C]

3 ®

o) £AZEQIN QIEAM, HIZES o) ADIEE OTP, SIELO OTP EZ o) AOIEJIE, FIDO2 3|
Image Source: https://www.yubico.com/
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‘When apply?

1 FIPS 201 (Federal Information Processing Standard
Publication 201) - 3: JHIQIZEAS AMSA (ALY 2K

;What are the risks (to the organization or the subject) of providing the digital service? }

EMat NS L= |l HITH CHSE 26K Inconvenience, distress or damage to standing w m

or reputation
K A Al L= OiH}J|D}O| EHZXI xHOI ) ) e
HE% 24 L= ALIA0 BX A Financial Loss or Agency liability @ m
Q1|2 TZ=ISHOILE S0l CHE! TIIGH Harm to agency programs or public interests @ m
OIZt MEo| TIE 2JY Unauthorized release of sensitive information None j Low } Moderate m
JHRIO| OFA CEESUEIEET SN None | Low | Moderate [ High )
OIAMS L= AN EHE 2|4t

Civil or criminal violations m Moderate m

Image Source: https://www.intercede.com/



§< KAFE

‘When apply? (Contd.)

or public interests, unauthorised release of sensitve
information, personal safety, or civil or criminal violations?

ves ) >? vos Lo —'?

(Didyouamsathld\foranyoftheabow?] { Did you assess at low for harm to agency programs }

Did you amatmodormfor} The service fits the profile for level
personal safety? 1since you assessed at low or none
for the remaining categories.

ves oy —*? !
Are you making personal data

Did you assess at moderate for accessible?
any of the remaining categories?

et B A

Ul

Image Source: https://www.intercede.com/



'k[’é.’I'.] How TOTP works?

§< KAFE

91 TOTP: Time-based One-Time Password

RFC 6238

m + . 829170
) Ty
"':~ YA Authenticator App Passcode
|:'!_ ::. - . gle Authenticator, et

= Ta, ",'.5 User's phone
Shared: OTP Secret Key, /
issuer, period \.
+ —3 829170
g Passcode
Servers
Application Infrastructure

Image Source: https://www.twilio.com/

JIE AlI2ZHUnix time)

STHAIZHUnix time)
HIZIFI(Secret key)

\ .

TOTP, = Truncate(HMACy(K, ——=—"))

T
HLIZHA(Time step)

HMAC: Hash-based Message Authentication Code



';Federa’rion =HE0lIM MFA &

0
I
=

1 OIOICINIS At
MHIAKMIZXE HIZ Al
A= ClLol E22 60k 2 wme= ,

MHIZMIS XM
MFAZQS| 20T

ol B ?

]

1< KAFE



"REFEDS MFA Profile

1EHESE
1MFAS| &
1MFAZ2]

§< KAFE

s QA= L oy "
HES=(AAL)2 XAl 2SS ~

MFA Request

MFA Response g
-
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'REFEDS MFA Profile (Contd.)

1 SAML Request & Response messages
MFA syntax: https://refeds.org/profile/mfa

MFA response message

MFA request message 1- <samlp:Response

1~ <samlp:AuthnRequest 2 Version="2.0"

2 Version="2.@" 3 Issuelnstant="2023-06-09T706:37:40Z">

3 IssueInstant="2023-06-@0T@6:37:11Z"> 4~ <saml:Issuer>

4 : : 3 5 https://saml.kafe.or.kr/idp/simplesamlphp

5 <samlp:RequestedAuthnContext> 6 </saml:Issuer>

6 <saml:AuthnContextClassRef> 7~ <samlp:Status>

7 https://refeds.org/profile/mfa 8~ <samlp:StatusCode

8 </saml:AuthnContextClassRef> 9 Value="urn:oasis:names:tc:SAML:2.0:status:Success"/>
9 </samlp:RequestedAuthnContext> 10 </samlp:Status>

11~ <saml:Assertion>

11 <samlp:RequesterID>https://oidc.kafe.or.kr/Saml2/sp</samlp:RequesterID>
12 </samlp:Scoping>
13 </samlp:AuthnRequest>
https://refeds.org/profile/mfa
</saml:AuthnContextClassRef>

<saml:AuthenticatingAuthority>
https://coreen-idp.kreonet.net/idp/simplesamlphp
</saml:AuthenticatingAuthority>

23 </samlp:Response>
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MFA Request !9l

@ A0IEEE0 Google authenticator &X|
@ Chrome EHE2IRXE 0|28l https://testssp.kreonet.net 22 0|
® F12 28 2, SAML HIAIX] 244
@ 2101 HAS' HE ==
select an authncontextref type2 Ol2iet 20| &3t = LOGIN’

(11

=]
=

Select an AuthnContextRef type

https://refeds.org/profile/mfa v LOGIN

® OIOICIMIS At MEHSIHOIA “TEST ORG'E MEH
© ZME SAML Request HIAIX &0l

URL=2 edu.kafe.or krE &=
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"‘é'ﬁ #3 (Contd.)

MFA Response E!2l

@ 2221 ZH0]| OIOICIQt HIZHS E 213: student1] ~ student19/student1234

—_—— O

AOIEEEQ| Google authenticatorZ QR ZEE A2 MAEI OTP i

KEY: PCASQU3EOWKOBUBE
a1 B

@ SAML response HIAIX| 20l
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