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h
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@ https://chrome.google.com/webstore/category/extensions E=
GooglelliM ‘Chrome EZ2 T E 18 4XI'E 22
2 ‘SAML’ 2 2
3 ‘SAML DevTools extension’ 2 &Xl Y| PT——

saniees3d SAML Chreme Panel
saml Sa M l‘ Extands tha Developer Tools, adding support for SAML Requests and Responsas o be disp
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SAML Message Decoder
Callects and displays SAML massages
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Application Security Lightholise SAML Aci]-iock

SAML DevTocls extension
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Downloads

I Download Notepad++ v8.4.2

[l Download Notepad++ v8.4.1

Current Version 8.4.2

- Home

H News
1 Online Help [l Notepad++ 8.3.3 (Make Apps, not war)
1 Resources
H RSS

1 Donate [l Notepad++ 8.3.2 (Declare variables, not war)

 Author

[l Notepad++ 8.4 (Stand up for Ukraine)

[l Notepad++ 8.3.1 (Boycott Beijing 2022)
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‘Au’rhen’rica’rion & Authorisation

Authentication Authorization

e AAl o
Authentication Authorization —— (Authentication
Purpose * Verifies user identity * Permits access to & Authorization Infra‘)
resources

Requirements * Identity credentials based ¢ Authenticated identity

on knowledge, and access control
possession, and/or policies
inherence + Authorization solution

* Authentication solution

Responsibilities + Network security staff * Leadership sets security
determine which factors strategies
to adopt * Departments and
* Users provide workgroups define access
authentication factors criteria

when requesting access  « Network security staff
implement and maintain
access control system
Y IAM

|dentity Access ——» (ldentity
& Access Management)

Source: Okta, Twingate
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Identity Management
Digital Identity Model

HelEE el A MH[AH S} AMEX 25T el
Centralized Identity Federated Identity Decentralized Identity
Register once, trusted by one Register once, trusted by many Register once, trusted globally
Service provider establishes Service provider trusts identities Users have a self-managed
and maintains users’ identity established and maintained by digital identity independent of
and related data in its system other identity providers individual service providers
 —
Ty ke

nt

=p : — -
8—6“&:0 8 20 8 =

»
»

Cost, Portability, Security

Img Source: loTex
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VkCen’rraIized/ Federated Model

Examples

2018 Blank Media 7.6 million compromised accounts
_— ) 2018 Quora 100 million compromised accounts
Sign in with e -
f Facebook login 2018 Facebook 50 million compromised accounts
g U 4 2018 Cathay Pacific 9.4 million compromised accounts,
e including 860 thousand passport numbers
8. Google + login OR @ 2018 Marriot | 500 million compromised accounts
ok 2017 Equifax 143 million accounts exposed,
including 209k credit card numbers
Remember me jgNelell] 2016 Uber 57 million compromised accounts
2016 MySpace 360 million compromised accounts
2016 Linkedin 117 million emails and passwords leaked
Register now | Forgotten?
2015 Anthem Inc 80 million company records were hacked,
including social security numbers
2014 ebay 145 million compromised accounts
2013 Target 110 million compromised accounts
v v 2013 Yahoo All 3 billion accounts compromised

Federated Centralized

Can trust?

Source: Vinod Baya, https://www.citi.com/ventures/perspectives/opinion/digital-identity.html
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_Trus’r Framework

What Is A Trust Framework?

Trust Frameworks provide a common set of agreed upon standards  of exchange participants at an exponential, rather than linear, rate.
for disparate entities to establish trust. Ensuring all organizations In the case of digital identity In online transactions, the Trust
meet the same agreements and requirements allows for forgoing Framework provides policy and technical Interoperabllity for the

o S e s o A cOMAMON set of
S e o e agreed upon
standards and
pOliCieS for disparate

entities to establish trust
DO EACI JHHI=S0| sClot H=J|=
1 ZEHO| &gt

of a human idenaty befora
binding nt to a digital credential,

TECHNICAL STANDARDS |
i s lfhnuhm _‘mu-w
y ing
mwmmhm

instont Messoging Blus (TiM+], Bvent

Source: DirectTrust, https://directtrust.org/identity



Key Enabler of Federated Models

Standards

Universities & Research Institutions

Enterprise

however, well-gardened ecosystem

- Metadata management

- Samesite problem

- Signature verification

- Limited support of non-web applications

SAML 2.0 OAuth2 OpeniD Connect
What is it? Open standard for Open standard for Open standard for
authorization and authorization authentication
authentication
History Developed by OASIS in 2001 | Developed by Twitter and Developed by the OpeniD
Google in 2006 Foundation in 2014
Primary use case SSO for enterprise apps API authorization SSO for consumer apps
Format XML JSON JSON
Complicated Simple!

- Almost all 0SS R&S platforms

i< KAFE
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SAMLOIEr? OASIS 3

Security Assertion Markup Language
(SAML) V2.0 Technical Overview

Committee Draft 02
25 March 2008

SAML [24&]

This Version:
http://docs.oasis-open.org/security/saml/Post2 0/sstc-saml-tech-overview-2.0-cd-02.html

Security Assertion Markup Language 0. 02-0pn TS EATUPOSEZ st Saech rrven-2 0425

hitp://docs.oasis-open.org/security/saml/Post2.0/sstc-saml-tech-overview-2.0.cd-02.odt

&l SE2IS(Single sign-on)E LISt THIEE oo

Latest Version:
hitp://docs.oasis-open.org/security/saml/Post2 0/sstc-saml-tech-overview-2.0.html

http://docs.oasis-open.org/security/saml/Post2. 0/sstc-sami-tech-overview-2.0.pdf
http://docs.oasis-open.org/security/saml/Post2.0/sstc-saml-tech-overview-2.0.0dt

Technical Committee:
OASIS Security Services TC

Chairs:
Hal Lockhart, BEA
Brian Campbell, Ping Identity

Editors:
Nick Ragouzis, Enosis Group LLC
John Hughes, PA Consulting
Rob Philpott, EMC Corporation
Eve Maler, Sun Microsystems
Paul Madsen, NTT
Tom Scavo, NCSA/University of lllinois

Related Work:

Abstract:
The Security Assertion Markup Language (SAML) standard defines a framework for exchanging

ssic-sami-tech-overview-2 0-cd-02 Mar 25,2008
Copyngm® OASIS® 2008. All Rights Reserved
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=
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User Use
*****
Login 3 Application 3 Application 3
S = Ol= JiO Sslo|= Ol= Ji1O
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Image Source: ManageEngine.com
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' SAML SEitIS AlAHRIS| /4
OHOICI(&I&IEE) MISXt/Identity provider(ldP) ]
1 223H 2| 2 v lin i
1 ALZ2XI IS(=921) '

1 SAML HIAIKI H2I(M 5) T~
MHIZ HISXt/Service provider(SP) L
1 ALE X} 2K AISHR01)

1 SAML HIAIXI M2I(MSES S)

=3

11dP2l SPII E2IkI0 A= SAML
1 2HEOE HTTPE HSwoARE 0|12 P



How SAML Work

Example: WebSSO Profile on Full Mesh Architecture

[
e |
KiSTi ¢=ueriensars IEEE Xplore*
c__, et ke Yo A B )I(.u’ al Librar 14
—W\ Service \
. Provider

Provider

|
Metadata

Aaaarlim

(1) MIECHO|Ef 1 gt

Service Provider Identity Provider
sp.example.com idp.example.org
Access Consumer Sign-On
check Service Service
o o 6 *o
\ ." :
s ' [ m
Access Redirect with | | GETusing i Cha:lenge
resource <AuthnRequest> | | <AuthnRequest> | cred:;llals
: \ ' Signed ;
Supply POST signed cRe;gponse) ,'J User
resc?rfrce <Respf)nse> in HTML form | ’OQ'"
. \ f .’ " !
o . o /| o
i | A— '
(" User or UA action )
Browser
N B
— SSO-SP.redePOST

(2) ASOAIX| gt

Source: Wikipedia, ECLIPSE Foundation
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' SAML Metadata
OIOICIKIZ Xt/ MHIARIZXICl AIAE MBS X=Hst XML I

data™ xmlns:shibs

http:/fwww.wl.org/2000/09/xmldsigh™

<7xml “Ar\ir.n!"l o3z
° urnimace:shibbolethimatadata:1.0" xmlns:d

,.;._"hrtpsl i eidetai idp.kreonet. ner.hdwsmplesmlpnp 10="pExTeT12720-a30c-dl f4-0548-88£679206281 "><da: Signature>

Y 3 =3a o/ /www. w3 . org/2001/10/xm]l -exc-cldnk />
*I HI <ds:SignatursMethod Rlgesithm="http:/ wee. ki ozg.fzuuo.-fng.fnudsi.gn:” shal®/>
ﬁ E n I y + =<ds:Reference URI="#pfxTe712720-a30c-d1f4-0548-08£aT9206201 ><da: Txarafarﬂn)—(d: T:an:lfom Algorithms"http://wew.w3. o:q.-’?OOO.-"GDfmldaiqle:w&lopﬂd signature” /><ds:'

LedsiReyInfor<ds: X509Data><ds :X509Cert i ficatea>MI IDUT IBAg1 a 't
-] <md:IDPSSODescriptor protocolSupportEnumeration="urn:casis:names:to: smﬂ_ 2.0: pzatorol o
1 OI e
h co e /* <shibmd:Scops smlns:shibmd="urn:mace:shibboleth:metadata:l.0" regexp="false">coreen.or.ke</shibmd:Scops>
</md:Extensiona>

<md:ReyDescriptor use="aigning">

nl o’ _' <ds:KeyInfo smlns:da="http:// www.wd.org/2000/09/xnldsigh">
2 i <da:X5090ata>
<ds:X505Certificate>MI BAgl FR2 1k T! 1
T </ds:X509%0ata>

%k Pro’rocol endpoints
2i8:

<md:ReyDescriptor use="sncryption">
“http://www.w3 . org/2000/09/xnldsigh">

<ds:ReyInfo xmlns:
<d=:X5050ata>
<da:X509Certificate>MI \cpGgA TBAG T K2 qGSIb gl a a 1

ingleLogoutService
inglelogoutServica B
ameIDFormat>urn:oasis:names:te: SAML: i /md:Name IDFormat>

ingle8ignonService ding="urn:oasis:names:tc:SAML: 2. 0:bindings: HITP-Redirect” Location®"https://coresn-idp.krecnet.net/simplesanl/saml2/idp/5505ervice.pl
<md:SingleSignOnService Binding="urn:oasis:names:te:SAML:2.0:bindings:HITP-POST" tion="https://coreen-idp.kreonet.net/simplesaml/saml2/idp/Ss0Sarvios. php"/
<fmd: IDPSS0Descriptor>

="https://coreen-idp.kreonet.net/simplesaml /saml2/idp/SingleLogout:

TTP-POST" Location="httpa://coreen-idp.krecnat.net/simplesaml/saml2/idp/singleLogoutSery

s
<md:OrganizationName xml:lang=-en>RREONET</ md:0rganizationiame>
<md:CrganizaticnDisplayName xml:lang®"en">RREONET</md:0rganizationDisplayName>
<md:CrganizatisnURL sxml: ="an">http: / /www . kreonet.net/</md:Organi zationURL>
md:Oorganization>
d:ContactPersaon contactT
<md:Gi fmd:
<m: urName>support</md: surnme.‘

<md: Email .net</md:Email

"technical">

i

-</md:EntityDescriptor>



i< KAFE

' SAML Request
MHIARIZXD} ME6Hs 1SQ A HIAIK

<samlp:AuthnRequest
* I L g ¥nins:samlp="urn:casis:names:tc SAML:2.0:protocol”
[ — sminsisaml="urn'casis:nanes tc:SAML 2, 0tassert ion”
10="_bch335d0970e40d7dd0c 161 cadel adcf f d2ddTe3dd ™
Sso Ai HI Uersion='2.[]'_
1] — I * b1 .--:- bt WA -j; 2 kr/ai Ery Al i B ice E
‘ . z‘ . T T O T I' e . III[I" i"U\J]" :
1] ACS Ai HI— ™ el <saml : Issuer>https: Huablnar kafa ar, kr:’sw’smplesamlmp(fsmll Issuer>
<samlp:Name |DPalicy

Assertion Consumer Service Formate"umicussimnes: tc:SAUL2 Dinneid-forme trnsient”

— <samlp:Scoping>
1] Ai HI * HI P I} *I % I} —samtpfequesterhttps: //webinar. kafe.or.kr/sp/pythonk/samlp:Requester 10>
— o | </samlp:Scoping>
</samlp:AuthnRequest>
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'kSAML Response with Assertion
ISQ M [HEt SR OLOICIMZXD} HME

<saml:Issuer ==
idp

</saml:
<samlp:Status

2 XKIssuer) e
1E8(Signature) m

lp:ScazusCode

digest(ZI=ENE QI st e s

</samlp:Status>

1 "Q_enASJxoj_! al5fa7403415
1-02T320:
casisinames:tc:SAML:Z 0:assertion®>

"RENZYnlEM™
cant="20i

AML:3.0:protocol™>

is:names:tc:SAML:Z.0:protocol

status:Success">

<gaml:Rssertion saml rn:oa :names:te

o = 25dlbbbi3edl3cédaldibagfTE37cédcEds
—— <gaml:Issuer>
L] _— O ocircle.com

</saml : [asuser>

MZ2= gl 2S5} hnrr

<saml :HameID HameQualifier="idp.ssocircle.com”
amvS0ywHQrEW2 rmaRViMpWXaqyDA
</saml:NameID>

rmat="urn:oasis names toiSAML:I. 0 nameid-format: persiste
I E <saml:SubjectConfirmation Methed c
<saml :SubjectConfirmacionDaca
h ° ° Recipient= :/fegi.cchos.de
- </saml:SubjectConiirmaticn>
\'/ q ::1 ‘ o | E </saml:Subject>
1~ L - — g o <saml:Conditicns ="2007-01-02T20:48:352" N
I 1 | =] 1 [ =] — ° E <saml:Audiencelestricticn>

<saml:Audience>

m t:i I ey H'*I m H (= ]| H T o E E ﬂ ol‘s“ ﬂ Jegi.cchos.de:20/cgi-bin/zxidle=B
ol wlls </saml :Conditions>
* HIAIXITI SIHINEK] SSSHRIE J|12 R
<saml:RuthnCentext>

.
<saml:AuchnContextClassief>

-‘.~ M = ' urn:pasis:names:tc:SAML:2 . 0:ac:classes:PasswordProtectedTransport
O HA

<&i1> SAMLOIM M3t 3

nceRestriction>

ndex="824bfc21373ee3c117bEETESA0T4bal££1T7T2627017>

</saml:AuchnContext>
</saml:AuchnStatement>
</saml:Assertion>
</samlp:Hes

2 lillS= sesroteLelLILL.
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Digital Signature

<saml:Assertion
wminsixsi="http://wew.w3.0ra/2001/¥MLSchema- instance”
T
. - x - " _deal121c2477a! 1ef 12 4 i

Signing Verification Version="2.0°

Issuelnstant="2022-11-14T08:17:352">

<saml : Issuer>https://saml .kafe.or .kr/idp/simplesaniphp</sani : Issuer>
| = o SRR o/2000/09/xm 1 dsi o
Hash wminsids="http://www.w3.or vmldsigh™>
function 101100110101 <ds:Signedinfo>
Hash <ds:Canonical izat ionMethod

Algorithe="http://wew.w3. ora/2001/10/ml -exc-cldné” />
<ds:Signatureethod
Algorithe="http://www. w3 0org/2001/04/midsig-more¥rsa-shalS6™ />
<ds:Reference
URI="#_dee!121c24771a9¢cf 31ef 2089231 1 2f 5d3e24dB722">
<ds: Transforms>
<ds:Transform
Algorithe="http://www.w3,0ra/2000/09/vm dsiafenve |oped-sianature™ />
<ds:Transform
Algorithe="http://wwe.w3.0rg/2001/10/xm| -exc-cl4n¥" />
</ds:Transforms>
<ds:DigestHethod

E 111101101110

Certificate Signature

7 />
<ds:DigestV¥alue>

whilzt | pvidJdoSp3kJbn3a¥y [ x1bi AvZLE WzYy ) BvkB=
</ds:DigestYalue>

</ds:Reference>
</ds:Signedlnfo>
<ds:SignatureYalue>M3Hj+Yzabd3p3 I Ul IH1 a¥ZNI OF f bZn+32CnbAUA  CCVhdy. nbekyvsz668 1 61 0rUA+N1LOBN240a 1V neTsBUBCKhRIBSUdL S / /04

ZPOAYURTLISH I Qw==
101100110101 — 101100110101 </ds:SianatureYalue>

<ds:KeyInfo>

Hash Hash <ds:X5090ata>
<ds:X509Cert if icate>M| |DOTCCArmakw | BAglJADMalpVea | | 4MADGCSqES | b3DOEBCwLIAMHE-CzA BahYBAY TAkt SHRAwDSYOVOOHDADEYWYZ IS

</ds:X509Data>

If the hashes are equal, the signature is valid. </ds:KeyInfo>

</ds:Signature>

<saml:Subject>

) <saml :Name|D

Fp : SPNameQual if ier="https://webinar kafe.or .kr/sp/simplesaniphp”

Digitally signed clats Format="urn:0asis:names: tc:SAIL:2.0:naneid-f ormat :t ransient ~>_9c25d51 1 ebb6I7df Sb9E798AT7 023 3477585605

</sanl :Name|D>

<saml :SubjectConf irmation
Method="urn:oasis:names: tc:SAML:2.0:cm:bearer™>

| <sami:SubjectConf irmationData

Image Source: https://www.identityfusion.com/



Friendly name/OID &4 HJ|

1 Friendly name

(0l: cn/commonName, sn/surName,

1 OID(Object Identifier)
(0i): URN:OID:2.5.4.3

Identity Service \
Provider X Provider
IdP
Metadata
"-—_-/
SAML
Aaaerlion'

i< KAFE

Attributes in SAML Assertion
Assertionlll =&(Attributes) Z&t

displayName

= SAML Namg: urn:oid:2.16.840.1.113730.3.1.241
/ = LDAP source attribute: suDisplayname
<saml :AttributeStatement> = Example: Prof. John Doe
SuMl - Ii((l'lw'(l?
Name="urn:oid:2. 16.640.1.113730.3.1.241" |
WameF Ormat= Urn:0as|s:names: L. SAML 2.0 At rname—T ormat (ur| >
<saml:AttributeYalue
#sitype="us:string">Jinvong JO
</sam| :AttributeYalue>
</saml :Attribute>
<sam|:Attribute
Name="urn:oid:0.9.2342. 19200300, 100.1.3
NomeFormat="urn:oasis:names: te:SAML:2.0:attrname-format luri >
<saml :AttributeValue
%51 itype="xs:string">j inyona. jollamai | .com
</saml :AttributeYalue>
</saml :Attribute>
<saml:Attribute
Name="urn:oid:1.3.6.1.4.1,5823.1.1.1.1"
NameFormat="urn:oasis:names:tc:SAML:2.0:att rname-format iuri™>
<saml:AttributeYalue
%5 type="ws:string >staff
</saml :AttributeYalue>
<saml :AttributeYalue
#s| itypes="ws:string >member
</sam| :AttributeYalue>
</saml:Attribute>
<sam| :Attribute
Hame="urn:oid:2.5.4,10°
MameFormat="urn:oasis names: te: SAML12.0:attrname~f ormat turi”™>
<saml:AttributeYalue
%5 itype="xs:string >KIST|
</saml :AttributeYalue>
</saml :Attribute>
<saml :Attribute
Mame="urn:oid:1.3.6.1.4,1.5823.1.1.1.6"
NameFormat="urn:casis:nases:tc:SAML:2. 0:attrname-format furi ">
<saml :AttributeYalue
%8| itype="xs:string”>] iny32@coreen.or . kr
</saml :AttributeYalue>
</saml :Attribute>
<sam| :Attribute
Name="urn:oid:1.3.6.1.4,1.25178.1.2.9"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format turi™>
<saml:AttributeYalue
%sitype="wus:string >coreen.or.kr
</saml :Attribute¥alue>
</saml:Attribute>
<saml:Attribute
Mame="urn:oid:1.3.6.1.4.1.5923.1.1.1.1
NomeForsat="urn:oasis names: tc:SAML:2. 0 attrname-format furi”>
<saml:Attribute¥alue>
<saml :NamelD
NameQua | if ier="https://coreen-ide.kreonet .net/idp/singlesaniphp”
SPNameQua | If fer="https://f | |esender . kreonet .net/sp/siuplesam|php”
Format="urn:oasis:names:tc:SAML:2.0:nameid-format :persistent “=d74f 17c349df 30493dcBef 7171358¢01 7161 1403
</saml :Name1D>
</saml :AttributeYalue>
</saml :Attribute>
</san| :AttributeStatement>
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Attributes provided

MHIZHIS K= +58S SP
HIEIEHIOIEINI J1=

<?xml version="1.0" encoding="UTF-8"?>

<md:EntityDescriptor xnlna="urn:oasis:names:tc:SAML:2.0:metadata" xmlns:md="urn:oasis:n

xmlns:ds="htte://wew.w3,0rg/2000/09/xmldsigh” xmlns:saml="urn:casis:names:tc:SAML:2.0:a

xmlnsa:shibmd="urn:mace:shibboleth:metadata:1.0" xmlns:imdui="urn:oasis:names:tc:SAML:met

xmlna:mdattr="urn:ocasis:names:tc:SAML:metadata:attribute” xmlns:mdrpi="urn:oasis:names:

xmlna:idpdisc="urn:casis:names:te:SAML:profiles:S50:idp~discovery-protocol” xmlns:init=
: 2001 /MLSchema—instance" sxmlns:xi="http: / fvww w3, o:g/?ﬂolx

https://snu. baokcuhe biz/sp/shibboleth">

<md:Extensions>

<mdrpi:RegistrationInfo registrationfuthority="http://kafe.kreonet.net" registrationI

1. ZH M| Al XHentityID) X 2 754 2ol

*

[
f Identity

Provider <md:AttributeConsumingS8ervice index="0">
5P <md:ServiceName sxml:lang="en">Bookcube for Seoul National University</md:ServiceName>-
Metadata <md:ServiceDescription xml:lang="en">It is a service that allows you to use e-bocks online. Users can :

<md:ReguestedAttribute Frie
<md:Fegueatedhittribute Frie
<md:Begueatedhittribute Frie
<md:Hegqueatedittribute Frie
</md:AttributeConsumingService>

dlyName="eduPersonPrincipalName" Name="urn:oid:1.3.6.1.4.1.59823.1.1.1.6" N:
yhame="eduPersonAffiliation” Name="urn:oid:1.3.6.1.4.1.5923.1.1.1.1" HNams
yhame="amail" MName="urn:oid:0.9.2342.19200300.100.1.3" NameFormat="urn:o:
urn:oid:2.16.840.1.113730.3.1.241" NameFormat="

yHame="displayName" Name:

SAML SP Metadata
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SEMHILTL AFE XL
=S 0{0| AlE
GllAl

A 0l18

<& 1>
urn:oid:1.3.6.1.4.1.5923.1.1.1.
eduPersonScopedAffiliation

<saml:Attribute

Name="urn:0id:1.3.6.1.4.1.5923.1.1.1.9"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-

format:basic">

<saml:AttributeValue
xsi:type="xs:string">student@kisti.re.kr

</saml:AttributeValue>

</saml:Attribute>

)| kIS‘|'I re. krill £=5%! stior AH| C ores

SAML Assertion &

MHIZNIES Xl 1= S&
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SP HIEHHIOIEIC] LHE =il
1CI2EE B2 II2E notepad++E 2101271

https://testssp.kreonet.net/simpl
esaml/module.php/saml/sp/meta
data.php/default-sp

URL=2 edu.kafe.or krE &=
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Ve w2

IolotJl

J

Chrome Plugin2 SAML HIAIX] L2
1 AuthnRequest/Response HIAIXI

@ [ZSE OIOICIXISXH https://testidp.kreonet.net= 0IS
@ ALEXI S= HIFHIM HE "c'!’é;'
K 7H°|"*E" SHX| Ot ! A™ 2 24A[ZH O| = 0f| XS AFK| ElL|CE

HEtCOIE 5 b CiEiC|olEf =g > m > =39 48

® [ASE MHIANIZSXH https://testssp.kreonet.netE 0IS
@ 21921 S H=E 0IS
sERIOE] 55 > L RN ?
® Chrome EBIRKOIM F12 71 QI8 o o s
%X 02 AT ==




V' as w2 12

-IHIAHI-hIII] E_lo H'IE %E‘ Select an AuthnContextRef type

[7" =
HOo
urn:oasis:names:te:SAML:2 (:ac:classes:Password hd LOGIN

KAFE test-idpS 41EM

® SAML Request HIAIX] Q!
@ HSE OLOICIMISKINHIA 2= AIZ2XL HIECE =191
@ SAML Response HIAIX] 2l

URL=2 edu.kafe.or krE &=
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Trust AA framework for multiple domains

Federation ' Service .
Federation . Identity
Member Provider Provides
Users ¢ An identity federation (or just

federation)is @ collection
of organizations
that agree to

=/ interoperate under
N -/ acertainrule set.

sP) : @sp ) sP)) : Trust frameworkl| &0 =2lat
: ' " Ao &gt

Federaion  “~-l.." e e
Patner @ Tttt esseccc-cccsssen-=s

Source: Geant(EU)
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'kFedercﬂed Identity Management

Drawbacks

» Upfront costs modifying existing systems and
applications

» Creating policies adhering to security requirements
for all users, which can be:
- complicated
- time-consuming

» Can become complicated to maintain
as a company joins more federations

» Possibly a huge time commitment

Source: TechTarget



‘How IDF simplifies things
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N Service
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N Service
providers

A*
l'f'_'l T3

N:N connections with federation
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kFedera’rion Architecture

(Local)
Discovery
Organisation Service

Omanlsnﬂ_l_:_n

Directory . A
Identity Service

Provider
-~ SAML Assertion Flow [} sAML metadata including hub's SP

—— Connection to User Directory B SAML Metadata including hub's IdP

[ SAML Metadata including all other SPs
[ SAML Metadata including all other IdPs

Full mesh Hub-and-spoke

~=3 SAML Assertion Flow
—— Connection to User Directory
[} SAML Metadata including all SPs and IdPs

Hybrid = Full mesh + Hub-and-spoke

Img. Source: Geant(EU)



i< KAFE

‘Login with home institutions

— ;I. G Sign in with Google \
23¢9 r,
M )8 1 -~ Koras Insiinstn of F;In on Energy
(0 Sign in with Facebook Kares e of o [
- xigGam — e
% Sign in with Apple \ sty Provides .-
- Korea | o of Ocoan Science and Technology
\_.' Sign in with Twitter [ E— — A
=3 :::'9 Sign in with emall Kerea tnsruceof Sclance and Technelogy nfermation
@4 Medium OQurstory  Membership  Write  Signin
MMMM
MMM M
MMM MM MM
. MM
tay curious. v owow  w
. MM MM M
M
Discover stories, thinking, and M MMM
expertise from writers on any topic. M M
MMM M MM M
M
u
M M M M MMM
MMMM:::M __‘_,‘ ¢

Social login Fedeatéd login
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'kz-JH.J.&.é SAML £ZE9I0]

—8s T Shibboleth SAMLph
OIE E=Z HIZEHS X 509, HIZHS(SQL/LDAP/Radius),
SPNEGO/Kerberos, IP X.509, Social media
Address, etc
H=X& SAML 1.1/2.0, X.509, Kerberos} SAML 1.1/2.0, OpenlID, Oauth
LDAP, SQL 2.0, Kerberos, VOOT, SQL,
LDAP, RADIUS
23 AN Java(Spring) for IdP, PHP for IdP and SP
Apache daemon for SP
1IE=RE(HA) K& Yes Yes
(CH~2l memcachedZE Eoll Ibs)
License GNU GPL v2.0 GNU LGPL v2.1
NS Shibboleth 214 AI A2 Xt HRLIEI
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'kOIOII:IIiI-Z;-IIQ.I =t

1 OLOICIKIZXKIdP) o
* KAFE installer 0|8 simpleSAMLphp

* NTP AMlZts7|=t R TLS S4 2
* Apache & AHO|A S

Install
9 GIOIEIHIOIA & Config.

** MySQL, Oracle, LDAP, AD, Tibero,

MSSQL, RESTful API, s T _____ E:l @n %

|dP Database
My institution
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‘Why NTP?

1 SAML response message

<saml :Conditions
NotBefore="2022-11-21T02:14: 447"
| Mot OnOraAf ter="2022-11-21T02:20: 142" >
<saml :Audiencelestriction>
<saml :Audience> "=~ """
«/saml :AudienceRestriction>
</saml :Conditions>
<saml : AuthnStatement
Authnlnstant="2022-11-21T02:02: 262"
SESSlonNotlJrﬂrhfter— 2022~II =21T10:15:1427
B85S [onindes= _
<saml : huthnf:ontexb
<saml :AuthnContextClassRef>urnioasis:names:tc:SAML:2.0iac:classes: Password</sam| : AuthnContextClassRef >
</saml : AuthnContext>
</saml :AuthnStatement>

1 SAML Metadata

<md:EntitissDescriptor ID="kafe-20221128022233" Name="urn:mace:kisti.re.kr:kafe:testfed"|validUntil="2022-11-28T02:22:33Z"
<md:Extensions>
<mdrpi:PublicationInfo creationInstant="2022-11-21T02:22:332" publisher="http://kafe.kreonet.net"/>
</md:Extensions>

<1--

*p</saml :Audience>

a

https://proxy.kreonet.net/sp/simplesamlphp

-—>

<md:EntityDescriptor entityID="https://proxy.kreconet.net/sp/simplesamlphp">
<md:Extensions>
<mdrpi:RegistrationInfo registrationfuthority="http://kafe.kreonet.net" registrationInstant="2015-11-10T08:32:00z"/>
</md:Extensions>
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y CIOIEIHIOIL 21
®OOICIHIZ Xt MH 0 HIOIEIHIOIA(0, Oracle) 2H0IE12{2] &X]

| http://www.oracle.comOf|A Oracle instant client CH2=%: oracle instantclient basic, oracle instant client devel
. Instant client &X| rpm -ivh xxxx.rom
IIl. http://pecl.php.net/package/oci8 KAl oci8 CtREE
% oci8 H{™2 php H{A0]| 2|2/ J}L B = php HAUO| L= oci8HAHE THREE
IV, oci8 A x|

$ tar xvzf oci8-1.4.9.tgz
$ cd oci8-1.4.9
$ phpize

$ ./configure --with-oci8=shared,instantclient,/usr/lib/oracle/11.2/client64/lib
$ In -s /usr/include/oracle/11.2/client64/ /usr/lib/oracle/11.2/client64/lib/include
$ make all install

V. php @< echo ‘extension=0ci8.s0’ > /etc/php.d/oci8.ini; service httpd restart
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@ A= PHP 3E &

0

<?php
$user_id = "USER_ID";
$user_pw = "USER_PW";
$tns =
"(DESCRIPTION=(ADDRESS_LIST=(LOAD_BALANCE=ON)(FAILOVER=ON)(ADDRESS=(PROTOCOL=TCP)(HOST=192.168.10.10)(PORT=5055))(A
DDRESS=(PROTOCOL=TCP)(HOST=192.168.10.11)(PORT=5505)))(CONNECT_DATA=(SERVICE_NAME=HELLO_WORLD)))";
$conn = oci_connect("DB_ID", “DB_PW", $tns, ' AL32UTF8 ");
if(1$conn){
$e = oci_error();
var_dump($e);
}else echo "success";

$query = "SELECT NAME, EMAIL, AFFLI FROM TABLE(ORACLE_FUNC('$user_id', '$user_pw' ))";
$stid = oci_parse($conn, $query);
oci_execute($stid);
if(($row = oci_fetch_assoc($stid)){
$e = oci_error();
var_dump($e);
}
var_dump($row);
oci_free_statement($stid);
oci_close($conn);




GIOIEIHIOIA SIS(HI%)

BsimpleSAMLphp ..._El_E ¢’é‘
* /var®l simplesamlphp?t €%l &

[root@localhost ~]# nanofj/var/simplesamlphp/modules/kafe/[l1ib/Auth/Source/CoreAuth.php

* protected function login($username, $password) &+ =3
= OfzH 29[ ofA| &

protected function login(%username, $password) {

$db = new PDO($this->dsn, $this->username, $this->password);
$db->setAttribute(PDO: :ATTR_ERRMODE, PDO::ERRMODE_EXCEPTION);
$db->exec("SET NAMES 'utfg'");

$db->prepare("SELECT username, password, name, email, affi from ex_users where username
st=s>executel JJi{
hrow new Exception('Failed to Query database for the user');

L33
t

‘$username'”




GIOIEHIOIA SIS (HI%

@S|mpIeSAMLphp A2A23E 23(contd.)
Sk 7"OI(CQery) 1E SAML attributesZ H2t

$attributes
"uid'
"displayName
_—
"sn'
'givenName' $givenname,
"'mail”’ => alraykSﬂop "email']),
'eduPersonAffiliation’ => $this->eAffiliation,
'eduPersonPrincipalName’ => $eppName,
nScopedAffiliation' => $epsAffiliation,
. => array('YOUR ORG FULL NAME'),
'schacHomeOrganization' => array('yourorg.ac.kr'),
// for future use
'eduPersonEntitlement’ => array('urn:mace:dir:entitlement:common-lib-terms'),

‘urn:oid:@

"urn:oid:2.5

"urn: g

"urn:oid:é 2342.19200300.100.1.3
assocliatedName' > "urn:oid:@.9 .19200300.100.1.38
'audio’ => "urn:0id:9.9.2342.19: 9.100.1.
‘authorityRevocationList > 'urn:
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'kFedera’rions Map
1 OOIC| HICIZIO0IA2] I} 2t =
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Zo| SEMHI2 01

1 =Ml &S eduGAINSE Soll 212 HIEHIOIE] 12
< QIR NS A BBk OfOICIHIZ A ABIAKIZRIE! +8

* O{atEl eduGAIN HIEHH|O|E HHE FA(MH|AK| S 22l 7t5)
https://fedinfo.kreonet.net/signedmetadata/federation/KAFE-eduGAIN/eduGAIN-SP.xml

Federations in eduGAIN @ Entities in eduGAIN (7]

I

Participants 80 All entities 8801
Voting-only 3 IdPs 5185
Members
1] }-a Candidates 5 = e
*k eduGAIN 7HA(KAFE 7t Al MEH) eeener 2

* OFO|C|H|Z Xt &2, SIRTFI(EOW_' 32|/ 3) X Research & scholarship
co’regory(7H.°_|’§E*I*M%) T

<mdattr:EntityAttributes>
<samnl:Attribute Namé="http://macedir.org/entity-category-support HNameFormat="urn:oasis:names:tc:SAML:2.0:attrnane-format:uri”>
<saml: Attr|bute?aI3E7htrn‘TTTEfEd5‘UTg?tatEyUry?research‘and‘schUTarghlD< saml:AttributeYalue>

</samnl:Attribute> .
<saml :Attribute Name="urn:oasis:names:tc:SaMl :attribute:assurance-certification® NameFormat="urn:ocasis:names:tc:SAML:2.0:attrname-format :uri”">
refeds.org/sirtfi</saml:AttributeYal he>

<saml:#Attributefalue>https:
<fsaml:Attribute>
</mdattr:EntityAttributes>
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SIRTFI = TLP =3
|
° °
1 TLP(Traffic Light Protocol)
310 o| =
k OIAEEHS SRHRE X[HE
J- . . ° 5 -
k EXE: https://www.cisa.gov/1l TLP: RED
Not For Disclosure - .
181.1.253.234, IPV4ADDR, IP_WATCHLIST, C2, 12/28/2017 00:10:25Z, TLP:WHITE, According t N _ Limited Disclosure
o DHS and FBI analysis, this IP address is compromised infrastructure. This IP is geclocated in Ar drggl::f:;“egl:gllhﬁgggmgs This infonnalio;'l can be shared with
ina. PP participants of an organization or
. unless the sender permits it some members of a community
Only Té?’igaég'sgs%o{ps ok Additional restrictions can be made.
oil) 312l AFER ) EX stmo| A
| M ¢ » - |- '
Community-Wide Disclosure Unlimited Disclosure
This information can be shared with This information can be shared
everyone in a particular community publicly with everyone
However, it cannot be published However, the laws of Copyright still
publicly on the Internet. need to be applied
. =
o) 2= stmo| MAta/SIHET} o) 25

Image Source: https://cyberhoot.com/cybrary/traffic-light-protocol/
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Part lil. MFA

Multi-Factor Authentication
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'kMFA(MuI’ri-Fac’ror Authentication)

1 Something you know(XI4!)
ed.. Password or PIN
1 Something you have(£ %
eg., token(smartphone, key, smart card)

1 Something you are(Hl)
eg.. XE, SKH, erEQl4]

~ mmm— jm—
(@

. “’1 123123
] [ ok ok 3k 3 o %k % @
\ —11 — \ _§(>

Step 2 Step 3
Username an d Token or PIN entered Fingerprint or other
password entered biometric verified

Image Source: https://www.rsa.com/multi-factor-authentication/what-is-mfa/
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'kWhy MFA?
9 1502 JHel I Z|ci&2(oil. OFOICI/HItH § %)

=
1 Googlell 32, = & 250, OOOJH°I 1210] EZI
1 o £ HIOIEl R=2] 2f 80% )t E% /-’.‘- orst HIE

GDPR and NIST guidelines —

Strong authentication



91 Secure?

United 3tates Government

J U L201 8"— Card expiration date

D H s o Agency affiliation
:l-llm

< Empk W
A

Department of
Homeland Security
laausd 3

i015JUL11 44— Card issuance dale

Expires
| 2018JUL10 ———— Card expiration date

— Affiliation color code
[ Contractor

[ Federal empicyes
[ Foreign national

d cirzuit chip

l. ;' TSA+———— Component indicator

Source: GAD. | GAD-19-138

Image Source:

:F%ﬁﬁ: afl
|

NFC iy, |
Ly Charlged OTP Card |
|

‘Types of MFA

&

1

IVR: Interactive Voic

J  PIV(Personal Identity Verification)
smart card

https://surepassid.com/blog/2023/01/11/types-of-mfa-compared

[ ]
[ ]

Other Last Sign-In Location
Knowledge Questions
Email OTP 75%
Desktop OTP Yes 85%
Mobhile SMS OTP 75% Lower cost
Authenticators and
IVR OTP 75% i
e Response Gorplexhy,
ut mobile
App OTP (i.e. Google Yes 80% evices not
Authenticator) Ilways
llowed or
Push Notification Yes 90% vailable
FIDO2/WebAuthn Yes Yes 100%
mobile token
Hardware OTP hardware token Yes 100% Higher cost
Authenticators land
FIDO2/WebAuthn Yes Yes 100% complexity,
security key but
[sometimes
PIV smart card Yes Yes 100% required
PIV-derived Yes Yes 100%
authenticator

Fd

#

M

m
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Authenticator Assurance Level
1 NIST AAL

AAL2 AAL3

Two-step or two-factor Hardware-based authenticator
authentication

Single-factor authentication Approved cryptographic techniques Phishing-resistant authenticator
required (channel or verifier binding)

Phishing-resistant authenticator

encouraged, not required

Smartcard/PIV

c]

3 ®

o) £AZEQIN QIEAM, HIZES o) ADIEE OTP, SIELO OTP EZ o) AOIEJLE, FIDO2 3|
Image Source: https://www.yubico.com/




‘When apply?

i< KAFE

1 FIPS 201 (Federal Information Processing Standard

Publication 201) - 3: JHAZEAS MZM(ASI L ZHEAXH

;What are the risks (to the organization or the subject) of providing the digital service? ]

HI{SH 71E [[= O mot St =3 i i i

E0gl 1S = oL ZEo| CHSr 2=oH Inconvenience, distress or damaggrt:)es;a:?aciligg m m
MWEH &4 = ALT|20| BX e Financial Loss or Agency liability m
oy |2t T2 20| =20l CHSt oK Harm to agency programs or public interests @ m
D12t 0| SIEF 2IY Unauthorized release of sensitive information Rlelalcy (Xl FuleTe (1 m
JHOIO| OFF SCIECUEIEL I CSA None | Low ]| Moderate
SIAMN L= SAE HE olEt (VIR eI e EIRVICIET IRl None | Low | Moderate m

Image Source: https://www.intercede.com/




VkWhen apply? (Contd.)

[D&dyoumatl‘liﬂ\fouwofthoabm?] Did you assess at low for harm to agency programs
or public interests, unauthorised release of sensitve
| information, personal safety, or civil or criminal violations?

|

4

Image Source: https://www.intercede.com/

o0

Did you assess at moderate for
any of the remaining categories?

; ol

The service fits the profile for level |
1since you assessed at low or none
for the remaining categories.

1

Are you making personal data
[ accessible

-

?« 4

=

Ul

>

§< KAFE
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'k[’é.’I'.] How TOTP works?

1TOTP: Time-based One-Time Password
RFC 6238 JIZEAIZHUnix time)

SATHAIZHUnix time)

HIZIFI(Secret key)

‘ | 4 , 829170
TE ."::}:.-1." / %'T‘,t.hen,tifa._t‘?_.r App Passcode
: . User's phone (T . T )

v TOTP, = Truncate(HMACy(K, ———))

&
\
= HGladeds .
Passcode

HLIZHA(Time step)

Shared: OTP Secret Key,
issuer, period

HMAC: Hash-based Message Authentication Code

Image Source: https://www.twilio.com/
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1 OLOICIMIS A}
MHIZHISXE HIZ Al
AEXH= CHeel ESE B R0k 2

=
i
)
E)
B
3
]

MHIZMIS XM
MFAZQS| 20T

ol ur?

]



"REFEDS MFA Profile

1EHESE
1MFAS| &
1MFAZ2]

i< KAFE

2134 Q) A3 StO)
HESS(AAL)2 XIZGHR 22 ~

MFA Response g

MFA Request
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'REFEDS MFA Profile (Contd.)

1 SAML Request & Response messages
MFA syntax: https://refeds.org/profile/mfa

MFA response message
MFA request message . :
~ <samlp:Response

1- <samlp:AuthnRequest 2 Version="2.0"

2 Version="2.8" 3 Issuelnstant="2023-06-09T06:37:402">

3 Issuelnstant="2023-06-89T86:37:112"> 4- ¢saml:Issuer>

4 - it : ettt 5 https://saml.kafe.or.kr/idp/simplesamlphp
5 <samlp:RequestedAuthnContext> 6 <fsaml:Issuer>

6 <saml:AuthnContextClassRef> 7/ <samlp:Status>

7 https://refeds.org/profile/mfa 8- <samlp:StatusCode

8 </saml:AuthnContextClassRef> 9 Value="urn:oasis:names:tc:SAML:2.@:status:Success"/>
9 </samlp:RequestedAuthnContext> 16 </samlp:Status>

18l — 1 bl <saml:Assertion>

11 <samlp:RequesterID>https://oidc.kafe.or.kr/Saml2/sp</samlp:RequesterID>

12 </samlp:Scoping>
13 </samlp:AuthnRequest>

https://refeds.org/profile/mfa
</saml:AuthnContextClassRef>

<saml:AuthenticatingAuthority>
https://coreen-idp.krecnet.net/idp/simplesamlphp
</saml:AuthenticatingAuthority>

23 </samlp:Response>
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MFA Request !9l

@ A0IEEE0 Google authenticator &X|

@ Chrome EHE2IR2KNE 0I8dH https://console.console-neuron.ksc.re.kr/ = OIS
® F12 =& 2, SAML HIAIXI 244

@ ASD|2 AR AHHIECZ 279l

KEY: PCASQU3EOWKOBUBE
-‘ -

®
©®© OTP &= URL edu.kafe.or.krg &=
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' &l #3 (Contd.)

MFA Response /2l

@ SAML response HIAIX| &0l



Korean Access Federation

https://www.kafe.or.kr/
supporit@kafe.or.kr



