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Audience

9 ZoXt=: https://edu.kafe.or.kr
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Agenda

11 A| (9:30AM - 10:20AM)
9 642 XA

211 A| (10:30AM - 11:20AM)
q SAML Q1= 7o

31A| (11:30AM - 12:20AM)
q OIDC 9IZ ot
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—
TT
Ch&l7| Symmetric key, Shared key
- ot&3t7| = 253517|
F——— Ao ZH
%F”C’;‘fi.%tﬁg* AES, DES/3DES, RC4, IDEA, etc.

\ S ESE] Public/private key

- ots 7| + 25817

EolgtX], HIAIX[RIEB
RSA, DH, DSA, ECC

Modification Detection Code

MDC
/ Key 82
N H|QEHS ot S5}
CHalbgk ot o o} = O
. HASH \\\\\\

y

SHA-1, MD5, etc

MAC Message Authentication Code
Key U=

OTP

HMAC, etc
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'LEHjéJ?\(Symmetric key)

MO
Q
ot

o

0

MO

v
1))

HO

AIm

o
- Y=ot 7|2t 225t 77 52
-RETE AL |1 E SRMOF
- HRIX| 27ts
- 1%40| 80|t 2 X|2F 7| 227} 022
- AES, DES, SEED
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'LH\EHjéJ?\(Asymmetric key)
Q °.:.*§:§f9| OI% 5§E§P9I

v s
HE > AS = > HE
ot 3} 253}

E x|
-/ O
- 2ot 7|2t F23 7|7 CHE

- QIZ 7| S 8 ME ALK HE JHQ1F| (Private key)2t 2707 | (Public key) 22
- 3707|(Public key)2t 357

oS oh 27| B e stst Q17| B ES 9}

- ME:IHQI7| 2 MBS SIH7|=E ME HS

- off 5 A|7H0] @2l 2| X2 f= 6l =0| o{Z 10 MXAHO| 7ts3dt1

- RSA, ECC
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e
S Al (Hash)
|
e Htg?’i%@ﬂ »  Mol(lndex) H HiE(Bucket)
SIS
v SHAT > a3c1192e4025691e470a98dc38abcabc255bc4as
‘my password is 123!@#’
W SHA256 »  6b48d686b0e7cf36b0a650f55c00ac37¢141bd83d
03c00859c4f111cf3e65c6d
EX|
-/ O
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- PKI(Public Key Infrastructure)dilA| AtEE|= C|X|H ASM B
- 37| E AHHSHA| Wi ZZSH=0| AFE

Ftiag] T 5=:com Serial Number 72 14 11 D3 D7 EO FD 02 AA BO 4E 90 09 D4 DB 31

|- A Issued by: SSL.com EV SSL Intermediate CA RSA R3

Expires: Saturday, April 17, 2021 at 5:15:06 PM Cantral Daylight Time Sarsion o

@k rtificate i< valid Signature Algorithm SHA-256 with RSA Encryption ( 1.2.840.113549.1.1.11)

UN *
@ A—IE(ID# (DEI'_T'_ El% ¥ Details Parameters MNone

Subject Name

—_ 3 Mot Valid Before Thursday, April 18, 2019 at 5:15:06 PM Central Daylight Time
@ (@) _9_ 7 | 7'- Country or Region US @ Y p_ y. 9 z
TT — State/Province Texas Mot Valid After Saturday, April 17, 2021 at 5:15:06 PM Central Daylight Time
@ g 7H 9' g' E Locality Houston
Organization S5L Corp Public Key Info
(o) I = A_I A_I (m=| Serial Number NV20081614243 Algorithm RSA Encryption { 1.2.840.113549.111)
L-O o Common Name www.ssl.com Parameters None
Postal Code 77098 Public Key 256 bytes : AD OF EF C197 5A 9B D8 1E BO 44 8D C6 C9 AD 28 C3 OE 68 1B 94 91 2E 77 EC AC AE BE 6C 78 04 5B A4 78 04 CE FB 07
Business Category Private Organization 4B 5D 34 F3 57 ES OF FB 6B A4 2A A5 53 D3 D5 7F 3A 3C 54 4C EB 73 7B 5E A1 0A D9 7E 5F AS 5A CO 7171 43 9D 6F BD 4C CC CC
Strentiudiress G160 Rithmond A @ 43 8C CF 77 4B 9D 1A 75 CB F BD F7 38 D3 66 C6 CE 7C BO 5A FC D4 14 24 3A 2A C5 AB 61 6D 04 4D A6 36 2D BO FC C4 B0 BF FC
. 4127 71 E4 C3 90 AD 37 07 67 BE 5A 1A 81 9D AB 8A 71 92 A3 85 1D 99 E7 20 19 CF C4 FD AD OF 6E 98 9F 5B CE 17 A1FE 7B 4A 4F
Inc. State/Province Nevada €9 F2 AD 21 C8 F7 1B 5D 10 79 59 85 DF 7E B8 A8 FE 3A D7 2F E2 02 DF D8 67 67 F4 63 9F FA B3 E7 47 63 48 3A C198 73 3D 9A 8D
Inc. Country/Region US 8D DA AC CB DF 50 32 BC A121 A6 10 56 AE EB C6 10 2A 4E 54 41 6D 38 C137 77 78 1E 43 F8 70 2A 4B 4D EA B7 F9 51CC 1C 17 4F

2A 1B 67 1C 2EE0EQ 2D 7C B9
Exponent 65537

Key Size 2,048 bits
Issuer Name
i @ Key Usage Encrypt, Verify, Wrap, Derive
Country or Region US

State/Province Texas Signature 512 bytes : 36 07 E7 3B B7 45 97 CA 4D 6C B0 24 3F 3F 38 43 12 3D 1C AC BE F6 87 18 5C 66 54 C5 £2 58 48 ED ED DC 4C 23 EC 93
Locality H 21 4119 28 DD 78 6D AB 0D E7 F4 F5 B4 2E 18 49 22 B4 EE FE E7 D3 OB 34 B5 6A 12 14 09 33 4F AE 52 FD 6B BO 04 9A EF 62 3C E3

acality Houston @ 78 6C 08 7A 87 25 63 6128 B2 2C 22 10 5E 51 OF 03 7B 53 41 48 74 47 7D 3C 06 C3 E6 56 4D 96 9C 09 62 B2 76 00 9F 1A 3C C8 08

Organization 5SL Corp 67 05 A1C155 48 C2 37 EA 32 69 6A 12 E2 53 26 DB AC AB 79 94 88 8B 58 5A 72 76 04 76 0D 53 CC 3D A9 38 95 E6 C1 BE E0 A4
& N sai EraEli i A A Y C8 7E F6 AC 7E FF 34 ED 3B 5D 38 46 67 1C C5 79 D4 A8 81 8E 9C DD CA F7 75 64 4F DC F8 4A 38 7C B8 18 DC D1 9B 50 F1DB E8 61

it et nisrmectiata D4 7D AE D8 9E GE 86 E9 73 44 D4 2A F1 C7 CA 69 19 89 56 BS FC BE 8D 90 F4 5A 21 89 Ad 94 BT 38 F5 BA 24 34 A0 FD 5E 59 80

7A 4593 3B 56 89 62 E3 4E E3 7EEB 13 2B 28 24 B9 86 EC DA 93 49 A10F 14 EF 54 93 BE1EF4 55 CF 17 20 C5 01 C5 84 62 D5 64
3B81D1C 5908 D131 FB AE 05 A4 1B BAOAG7 51 9EAB 15 F2Z EB CF BE SE DB BB 52 21 89 CC 4F 98 13 0A 41 40 71 69 79 BO A5 6A
BE77ABSEAIDABIGEEC 02C2D1430DA2CAD77A7101 BB F7 98 2174 BOEB 8B 27 38 28 CD 3E EA A7 78 AD 2A 3A 63 DB 3A
DO 05 6B 4F C9 20 4E 01 38 DF 05 75 49 F7 9F 2E DC 19 31 A9 96 D7 2F 2D 4E 84 7C FA 7E F6 67 SA ATEV5C A172 3B 22 DC AS FA
F2 E7 DC D6 A8 6D AD 4D FD 78 C5 5C DC 34 D9 86 76 5B 1C 0D BB B1E5 DB 64 2A 55 7F 20 4D 6D 4D 44 011D 79 A3 2D EC F& 6B
CDBE7BG52671DFFO542FB427AAIBCAC 23 DFAF16B976 C969 86 0234 F2ZA9 CBBB 15 39 BAASFIE6E727C 1D SEOC 48
D7 99 1F 50 98 2B 75 2D 67 58 79 A11A 05 5A

Fingerprints
SHA-256 79EQOE2BEEDC9 A952D36B 4138 A9 F909DD 60 70 ES A7 C9 05 B167 AB 6C C6 5E 57 COF7 A7
SHA-1 CB AS CA 35 60 64 6A D3 47 23 E3 AD DA C6 2B 1D D1 A4 0A 52

Img. src.: ssl.com
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HXME

D i geSt “Hello, Bob!”

)
-BAIXIS LSS o <2t 4t TN Al A0 1b1343445159072067 Tb6815dbAC2C100MT3
-HA|X|S] BEEM S ol (c% Alicesl 2151 1f130bdc5d3bag5fsd
Signature = 4 Digest = RSA(Digest) =
. /' < Bob2| Z7H7| 5f7cdfebblc5fd6aecb5e7c38d5f8d2c3f8alb2e4d8cla6f
S | gn atu re L 9e7b3c2d1f8a7b6e
“Hello, Bob!”

.1 5f7cdfebblc5fd6aecbh5e7c38d5f8d2c3f8alb2e4d
© | 8cla6f9e7b3c2d1f8a7b6e

~

- DHMIEXE Ol

-

- DigestE Q17| 2 Y33t gt |

——r—;|-\
OB

Y | “Hello, Bob!”
5f7cdfébblc5fd6aech5e7c38d5f8d2c3f8alb2e4d
N 8cla6f9e7b3c2d1f8a7bbe

T T
-
| 4

L AQY Alicesl 2431 Digest = SHA256(“Hello, Bob!”) =
. e8dc4081b13434b45189a720b77b6818db4c2c109fb73
1f130bdc5d3bagsfsd

@§ Bob2| 7ol7| Bob

Same7§ Digest = @& (Signature) =
Q Bob2| Z 17| . Decrypt(5f7cdfébblc5fd6aecb5e7c38d5f8d2c3f8alb2e
i 4d8cla6f9e7b3c2d1f8aTb6e) =
. e8dc4081b13434b45189a720b77b6818db4c2c10f9fb73
" 1f130bdc5d3ba95f5d
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215 (Authentication)

- AFEXES| M S BelstE Aty
- ALERE FEO| HH| ALEXFS| M2 LRISH=X] HE

- A2HE(H Bt =T): uid/pw, MH| Q14 x.509 AEM S
|
‘AF2Xt A7} nametagE ¥ 4= Boj| =¢!

U7t/ HetE 0 (Authorization)
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Centralized identity

-3 7|2Ho] ID HEE 2H2[st Ho

- AMEXE SY 7|20 MAPEE S5

- 22| FH|7F S Lot M| A0 Ci
AMEX RIS Tts

' MAZE| E=(ldentity management model)

I KAFE

Federated identity

- 042 7| 20| ID HEE o 22|
- A EXHE &% 7( 20 | MHAEES S5
-aM EJ.‘JOI CHEZX QI o

- Agtof| E*@EF(E*EI—’F—XIW CHE) MH[A

Ofl CHah A+ XL 21 7ts

Decentralized identity

Xt xpAlo| & IDS Bl U Hof
25 7lss 28
R io] s 2p




'LOpen Standards for Federated Identity

« SAML (Security Assertion Marku
« OIDC/OAuth2 (OpenID Connect)

SAML OIDC OAuth2

Developed by OASIS in 2001

Primary for authentication
XML-based assertions

HTTP redirects, GET, POST

Browser, service provider, identity
provider

Enterprise for web SSO

p Language)

Developed by the OpenID
Foundationin 2014

Authentication & Authorization
JSON Web Tokens (JWTS)

Authorization code flow,
ID token for authentication

Browser, OIDC provider, OIDC client

Web and Mobile SSO

Developed by Twitter and Google
in 2006

Authorization
JSON Web Tokens (JWTS)

Grant types: authorization code,
implicit, password credential, client
credentials

Browser, OAuth2 provider, OAuth2
client

Social SSO

i< KAFE
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Entities in Federated ldentity

Identity provider (IdP) Service provider (SP)
OIDC provider OIDC client
Manage user identities and associated attributes Offers services or resources relying on IdP’s identity
information (a.k.a., relying party)
Providing identity information to service providers Trust the IdP to authenticate users
Verifies the user’s credentials and issues an assertion or Redirects a user to the IdP for authentication.
token Receives assertion or token and grant access to the user
e.g., social login provider (Google, Facebook, etc.) Cloud services
Network

Identity provider Service provider

Messages

Web browser




VLWhy federated identity important? |

 Increased Inter-operability and accessibility to the world-wide ICT resources

Access

SSO(E&¢2lE) in a single domain (e.g., a university)
Centralized identity management

SSO(E&¢2lE) in multiple domains (e.g., universities)
Federated identity model
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‘Message format: XML vs JSON

- O[O|E] R x3tet MES 9ot H4
+ XML (eXtensible Markup Language)
+ JSON (JavaScript Object Notation)

J50N

Tag-based structure Key-value pairs and arrays
Descriptive, human-readable Concise, easy-to-use
Data types defined in Schemas or standardized Build-in data types: strings, numbers, Booleans, arrays, etc.
DTD(Document Type Definition)s
Highly extensible, complex Extensible, simple and fast
Data exchange between systems, configuration files RESTful API, mobile app data transmission
<config> {
<database> "users": [
<host>localhost</host> {
<port>5432</port> "id": 1,
<username>admin</username> "name": "Alice",
<password>secret</password> "email": "alice@example.com"
</database> }
</config> ]

}



LMulti—factor authentication

- Something you know (X|4l): password or PIN
- Something you have (£1): token (smartphone, key, smart card)
- Something you are ("d4ll): fingerprint, iris, face recognition

% Targeted
NIST- Phishing- Phishing Attacks
Type of MFA Compliant  Resistant Resisted®

Last Sign-In Location

Knowledge Questions

[E Contractor
|| Federal empicyee

Email OTP
United States Government | Desktop OTP
JUL2018+— card exprstion date esktop
5 : i i Mobil SMS OTP L t
. DHS < Aserey afiaton IVR: Interactive Voice obile ower cos
| Arsation | Response Authenticators an
|| Contractor 4—————— Employee afflation P IVR OTP complexity,
Agency
“d Hometand Secsrty but mobile
e 4——£— Card Issuance date App OTP (i.e. Google devices not
ity 44— Card expiratin date Authenticator) always
DOE, | allowed or
JANE A ) P i Push Notification available

=~ N .':.\-\'- o) '_" HES | W Fomg nalicnal FIDO2/WebAuthn Yes Yes 100%
- ~ X mobile token

E..i 4————————+— Intagratad circuit chip

1] | Hardware OTP hardware token Yes 100% Higher cost
an TSA RN Authenticators and
R FIDO2/WebAuthn Yes 100% complexity,
Sowne GAD, | GAO-10-18 . security key but
PIV(Personal Identity sometimes
Verification) PIV smart card Yes Yes 100% required
Image Source: smart card PIV-derived Yeu Yes 100%

https://surepassid.com/blog/2023/01/11/types-of-mfa-compared authenticator
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'LDemo o

Realized by Inter-federation (Federated Identity Management)

https://ieeexplore.ieee.org/Xplore/home.jsp

« ldentity provider: KISTI (KR)
« Service provider: IEEExplore (US)
« Standard: SAML



SAML[AMQ]

SAML (Security Assertion Markup Language)
& E8telE(Single Sign On)2 2% =X SHES
Federated authentication| AF2E|= T2 7

« SAML 1.1( 03), SAML2.0(" 05, Errata(82H)/ 19)
. OASIS HotAH|A 7|22 28| R

. TS HOfEE( 05~)
« SWITCH(ASIA NREN)

. U3HE Holys MB of2{

. 23z Xl (2uhe 2 0]x|2l)
« OAuth2/0IDC &9

OASIS 9

Security Assertion Markup Language
(SAML) V2.0 Technical Overview

Committee Draft 02
25 March 2008

Specification URIs:

This Version:
http://docs.oasis-open.org/security/sami/Post2.0/sstc-saml-tech-overview-2.0-cd-02.html

http://docs.oasis-open.org/security/saml/Post2 0/sstc-saml-tech-overview-2_0-cd-02 . pdf
http://docs.oasis-open.org/security/saml/Post2.0/sste-saml-tech-overview-2.0.cd-02.odt

Previous Version:

Latest Version:
hitp://docs.oasis-open.org/security/saml/Post2.0/sste-saml-tech-overview-2.0.html

http://docs.oasis-open.org/security/saml/Post2.0/sste-saml-tech-overview-2.0.pdf
http://docs oasis-open_org/security/saml/Post2 0/sste-saml-tech-overview-2.0.odt

Technical Committee:
OASIS Security Services TC

Chairs:
Hal Lockhart, BEA
Brian Campbell, Ping Identity

Editors:
Nick Ragouzis, Enosis Group LLC
John Hughes, PA Consulting
Raob Philpott, EMC Corporation
Eve Maler, Sun Microsystems
Paul Madsen, NTT
Tom Scavo, NCSA/University of lllinois

Related Work:
N/A

Abstract:
The Security Assertion Markup Language (SAML) standard defines a framework for exchanging

ssic-saml-tech-overview-2.0-cd-02 Mar 25,2008
Copyright® OASISE 2008. All Rights Reserved.
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Web SSO profile

[ N

===
J(.Sﬂ T A s

wwrkisti.re.kr

IEEE Xplore®

Digital Library

Identity Service
Provider Provider

(1) SAML HIE[H[OE{ w2t

§< KAFE

Service Provider Identity Provider
sp.example.com idp.example.org
Assertion Single
Consumer Sign-On
Service Sendos
Access | Redirect with GETusmg C"a,';“g"
resource ; <AuthnRequest> AuﬂmReques1> il
i i crede
POST signed <R {
Sy <Response>  in HTHL fon lorm 'm E
| o
Y I
Browser
SSO-SPrede-POST

(2) SO AX] gt

Source: Wikipedia, ECLIPSE Foundation
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'kOther SAML profiles

ECP (Enhanced Client or Proxy) Profile : server-to-server
v" SSO for non-browser clients; defined how SAML messages can be

exchanged directly between IdP and SP without intervening of user’s
browser.

« Identity Provider Discovery Profile

« Single Logout Profile

« Assertion Query/Request Profile : server-to-server
v Request specific SAML assertions from IdP

 Artifact Resolution Profile, and etc.
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Key reason for exchanging Metadata

[

« Exchange public keys for encryption and signature
« Exchange endpoint URLs

<%xml versiun:"l -on

= 5 tadata” xmlns:shibmd="urn:mace:shibboleth:metadata:1.0" xmlns:ds="http://www.w3.o0rg/2000/09/xmldsig#"

AI I:H . ent:\.tyID:“https //uoraen idp. kreonennet/ldp/s:unplesa_mlphp ID="pfxT7eT712720-a30c-d1£4-0548-868£e79206281"><ds:Signature>
7 — EI E ntltyl D GorT T/ /www_w3.org/2001/10/5ml-exc—cldn#"/>
<ds:8ignatureMethod Alggnt.hm—"ht.tp //m w3.0rg/2000/09/xmldsig#rsa-shal"/>

7 J_"'I-E OI <ds:Reference URI="#pfx7e712720-a30c-d1f4-0548-88fe79206281"><ds:Transforms><ds:Transform Algorithm="http://www.w3.0rg/2000/09/xnldsig#enveloped-signature"/><ds:

L L CO pe <ds:KeyInfo><ds:X509Data><ds:X509Certificate>MI IDUTCCAQGIAWIBAY I JAOCUOOIK2 4GS Ib3DOEBC g Y TA] g¥DVOOHDAAEYHVGZWIUMOAWDAYDVOOKDAVLSVNUST!
STHIN i

t t
S7 ignature/encryption
MH|A =2 (Protocol endpoint
qH| A Z=2 (Protocol endpoints

<md: IDPS30Descriptor protocolSupportEnumeration="urn:oasis:names:tc:SAML:2.0:protocol">

T

WEENSTONE

icope xmlns:shibmd="urn

</md:Extensions>
<md:ReyDescriptor use="signing">
<ds:ReyInfo xmlns:ds="http://www.w3.org/2000/09/xmldsigh">
<ds:X509Data>
<ds:X509Certificate>MI IDuTCCAGGYAWI BAG I JAOCUO0K2GeAMANGCS qGS Thb3DOERC: Y TA] gYDV YZWSUMQAwDAYDVQOKDAVLSVNUSTE EMBOGATUEAWWWY,
</ds:X509Data>
</ds:ReyInfo>
</md:FeyDescriptor>

AN NI NN

<md:KeyDescriptor use="encryption">
<ds:KeyInfo xmlns:ds="http://www.w3.0rg/2000/09/xmldsigh">
<ds:X505Data>
<ds:X509Certificate>MI 1DUTCCAqGgAw I BAg I JAOCUO0jK2GeAMAOGCSqGS Th3DQEBC! A YTAk YDV qZWIUMQAwDAYDVQQKDAVLSVNUSTE fMBOGA1 UEAWWWY |
E </d: 509Data>
- </ds:ReyInfo>

<md:SingleLogoutService Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-Redirect"” Location="https://coreen-idp.kreonet.net/simplesaml/saml?2/idp/SingleLogout:
"urn:ocasis:names:tc:SAML:2.0:bindings:HTTP-POST" Location="https://coreen-idp.kreonet.net/simplesaml/saml2/idp/SingleLogoutServ.
<md:NameIDFormat>urn:oasis:names:te:SAML:2.0:nameid-format: transient</md:NameIDFormat>

<md:SingleSignOnService Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-Redirect"” Location="https://coreen-idp.kreonet.net/simplesanl/saml2?/idp/SsOService.pl
<md:SingleSignOnService Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST" Location="https://coreen-idp.krecnet.net/simplesaml/saml2/idp/ssoservice.php"/
md : IDPSSCDescriptor>

<md:S8ingleLogoutService Bindin

T
A

<md:0OrganizationName xml:lang="en">KREONET</md:0OrganizationName>
<md:0OrganizationDisplayName xml:lang="en">KREONET</md:OrganizationDisplayName>
<md:0rganizationURL xml:lang="en">http://www.kreonet.net/</md:0rganizationURL>
md:Organization>

nd: ContactPerson contactType="technical">

<md:GivenName>coreen</md: GivenName>

<md: SurName>support</md: SurName>
<md:EmailAddress>coreenfkreonet.net</md:Emailiddress>

£ md:ContactPerson>

L</md:EntityDescriptor>
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SAML request message

« Issued by service providers for user authentication

<samlp:AuthnRequest
®ns:samlp="urn: oasi s nanes: to S4ML: 2. 0 protocol ™
wmlns:saml="urn:oasis nanes to:3AML: 2, 0tassert ion”

v Id P(_)_l SSO U RL 10="_bcEa35d0Tedd?d4lc 16T cale l adef f d2dd7c3dd”

Yersion="2.0"
v ACS(Assertion Consumer Service) &4 wh‘;f:"q&l kit

Assert|DnLDnsumerberV|ceUHL- httpsisfwebinar. kate.or. kr/simplesaml/module. phpssaml/spssam| 2—acs, php/deraul t-sp
\/ A‘lHlAX'”—'—Xl' tgxlh 0 T IR T T T T R=REE T I
<saml : Issuer>https //weblnar kafe,or krisp/sinplesam|php</saml : | ssuers
<samlp:HamelDPol icy
armat="urnioasis names: toiSAMLIZ 0 name i d-format transient”

<gamlp:Scopimn
zgamlp:Requester
</samlp:Scoping:-
</samlp:AuthnRequest:

ttps://webinar kafe.or.kr/sp/pythonk/samlp:Requester|D:
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SAML response message

« Issued by Identity provider to deliver user’s authentication information
« Assertion: XML-based statement that contains information about a user's identity and attributes.

<samlp:ArtifactResponse xmlns:samlp="urn:casis:names:tc:SAML:2.0:protocol”
ID="52d9926242ce0£17629c6a£30a6dd8a15£a7409415" InResponsaTo="RkN2Yn1EM"

Version="2.0" Issuelnstant="2007-01-02T20:48:352">

= I__._H <saml:Issuer amlns:saml="urn:casis:names:tc:SAML:2.0:assertion">
A| K| BESHRE(| e s o

D-” | | = o ssuer </saml:Issuer>

. <samlp:Status xmins:samlp="urn:casis:names:te:SAML:2.0:protecel™
SI natu re <samlp:StatusCode mlns:samlp="urn:casis:names:tc:SAML:2.0:protocol"

Value="urn:casis:names:tc:SAML:2.0:status:Success">
<jsamlp:StatusCode>
D| estE 7HO 9|§ 0|' |- </samlp:Status>
E

<samlp:Response xmlns:samlp="urn:casis:names:tc:SA

ML:2.0:pzrotocol”
/ A ID="8276a3300£0e2b3d7£67a800d332156£0fdb95c5d0"
X.509 2I1Z A

InResponseTo="NKRDzVK7e" Version="2.0" Issuelnstan
2.0:assertion">

AN

2007-01-02T20:48:352">

<§sm1 Is!uex xmlns:saml="urn:casis:names:tc:SAM

v ._Z,"SE oo, X, O MH|AKIZ XIS 2|8 T

O_I EE' ?J%th_*_! (01| , | DEI ?_12)9% EJOI aA-ﬁ_T'_ (gamlpfS:acugCtl)dg xmlne:samlp="urn:casis:name AML:2.0:protocol”

Value=“urn:oasis:names:tc:SAML:Z.0:status:Success">
</samlp:StatusCode>

HA|X| 7} AN MK Q& BHI1? s e

<gsaml:Assertion xml

saml="urn:casis:names:tc:SAML:2.0:assextion

25d1bbb23ed13c€da325a6£7637c6dcbdde7f13a%
<saml:Issuer>
v  AI2XFaMZL
o —/ O HA

idp.ssocirele.com
</saml:Issuer>
<saml:Subject>
<saml :NameID NameQualifier="idp.ssocircle.com” Format=
2muS0ywHQr W2 rmaRVi MpHX 4qyDA
</saml:NameID>
<saml:SubjectConfirmation Method="uzn:casis:names:tc:SAML:2.0:cm:bearer">
<saml:SubjectConfirmationData NotOnOrAfter="2007-01-02T20:58:352" InResponseTo="NKRDzVK7e"
Recipienc="http://cgi.cchos.de:80/cgi-bin/zxid" ></saml:SubjectConfirmationData>
</saml:SubjectConfirmation>
</saml:Subject>
<saml :Conditions NotBefor 2007-01-02T20:48:352" NotOnOrAfter="2007-01-02T20:58:352">
<saml :AudienceRestriction>
<saml:Audience>
http://cgi.cohos.de:B80/cgi-bin/zxid?0=B
</saml:Audience>
</saml:AudienceRestriction>
</saml:Conditions>
<saml :AuthnStatement Auth:
<saml:AuthnContext>
<saml:AuthnContextClassRei>
urn:casis:names:tc:SAML:2.0:ac:classes:PasswordProvectedlranspors
</saml:RuthnContextClassRes>
</saml :RuthnContext>
</saml :RuthnStatement>
</saml:Assertion>
</samlp:Response>
</samlp:ArtifactResponse>

"urn:ocasis:names:tc:SAML:2.0:nameid-format:persistent">

Instanc="2007-01-02T20:48:352" Session

dex="3524bfc21323ee9cl17b£f5769a074bel££177262701">
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Digital signature

<sanl :Assertion @
®INS:xsi="http:/Swww, w3, ora/ 2001 ¥MLSchena- instance”
wming: xg="http:/fwww. w3, ora/2001/¥MLSchema

i & 3 & 10="_4ee1121c24771a8cf 31ef 2089231 121 5dJe24dsv2z”
Signing Verification Version="2.0"

|ssuelnstant="2022-11-14T08:17: 352"
<gaml : | ssuer=https://sanl kafe.or. kr/idp/simplesan| php</saml : | ssuer:
<ds:Signature

aming:ds="http:/Awww, w3, orgs/2000/09 m ds it ™=
101100110101 <ds:Signedinfo>

Hash

function
r <ds:Canonical izat ionHethod
Hash * Algorithn="http: /A 3. 0ra/2001/10/xml -exc-cldrd” />
Data L5 <ds:Signaturelethod ; .
E.;'ﬁ;ﬂlq'lﬂfﬂ Digitally sighed data <ds:.ﬁ.nlgf0;|r1;hﬁcehttp.Nwww.wS.orgfIZDleDdfxmldmg moredrsa—shadbh" /=
private key UR1="#_4ee1 121247 a0 3 ef 2080251 121 5dJe24d8722 ">
<ds: Transforms>
m0 - «<ds:Transform
— ' Algorithn="http:/Awwew, w3, 0rg/2000/09/m | dsi gtenve | oped-5 ignature” />
— s <ds:Transform
* z = Signature Algorithm="http: /A, w3, org /200010 m | -exc-cldrd” /=
e ' </ds:Transforms>

<ds:DigestMethod
Certificate Signature Data Decrypt — Alaorithm="htto: A w3 0rg/ 200104 4m | enctsha?BR "

" using signer's <ds:DigestYalue>
e - pulbc key whllzt | pvkUdoSp3k bn3aly 1 1b i dwZLf W2ty ] GvkB=
Y 0 </ds:DigestValue

</ds:Reference>
</ds:3igned|nfo>
<ds:3ignatureYalue>MsH)+Yzabd3p3JWIulUIHTaV¥ZH I DF f bZn+USECmbAUA ] COYhdywnMwlowsz668 i G DrUd+H1LOGN2d0a 1] npTsBUBCKhRWESUadCT /0

?
i Zp0AYURTUSW I Qw==
101100110101 = 101100110101 <fde:Rignatureba lue:

<ds:KeyvInfo>
Hash Hash <ds: ¥h090ata>
<ds: ¥509Certif icatexMl |DOTCCArngdw BiglJA0MaLpYeal i 4MADGCSAGS | b300EBCWUAMHE: 24 BONYBAY TAKt SHRAWDGYDVIOHDAEYIVZ NG
</ds:{b090ata>
If the hashes are aqual, the signaturs is valid. </ds:KeyInf o>
</ds:3ignature:-
<saml :Subject>
<saml :NamelD
T : IPMameQualif ier="https:/fwebinar kafe.or kr/sp/sinplesaniphp”
Digitally signed data Format="urm:0as i :nanss : tc:SAML: 2. 0: name | d-format it rans ent " »_3c25011ebb637df 5b96 798037 029434 7536685
</saml :Mame 1D
<gaml :SubjectConf i rmat ion
Method="urn:oasis:names:tc:SAML: 2, 0:cmibearer™>
<saml :SubjectConf i rmat ionData

Image Source: https://www.identityfusion.com/
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LAttributes in SAML Assertion

displayName

<saml :AttributeStatement> = Example: Prof. John Doe

TTATTribute
Mame="urn:oid: 2. 16.840.1.115730.5.1. 241" |

MameFormat="urn:oasis names: tc:SAML 2. Diattrnane-tarmat iuri ">
<saml :AttributeYalue

. - P = g CEG S
d l O o:l AI | 7 xsw:‘*t‘ype—.ss.st;rrmg »Jinyong .0
Frlen y nal I le/ ID [« R | Ej </sa<rr|IS::i{ntltrli:IJturtle>Ute aluer
. <sanl :Attribute
dl l I l Hame="urn:oid:0.9.2342.19200300. 100.1.3"
1] Frlen y na e N::gqu’rzgtg‘l'urn:oasis:names:tc:SAML:Z.U:attrname—format:uri">
=saml :AttributeValue

(¢ll): cn/commonName, sn/surName,

</saml :AttributeValuer

. oo </saml *Attribute:
9 OID(Object Identifier) alAuribe
Hame="urn:oid:1.3.6.1.4.1.8823.1.1.1.1"
MameFormat="urn:oasis names: tc: SAML: 2. Diattrnane—farmat iuri”
(01')' URN‘OID'z 5 4 3 <saml :AttributeYalue
. . shmodo o wsiitype="rsistring »staf
</saml :AttributeYalue>
<saml *AttributeYalue
w5l type="wsistring”=nenber
</saml tAttributeValue:
</sanl :Attribute>
«saml :Attribute
Hame="urn:oid:2.5.4.10"
WameFormat="urn:oasis:names: tc: 34ML: 2. 0:attrname-format iuri ™=
<saml :AttributeYalue
w5l itype="xsistring"»KI3TI
</saml *AttributeValue:
</sanl :Attribute-
<gaml *Attribute
Mame="urn:oid:1.3.6.1.4.1.5823.1.1.1.8"
HameFormat="urn:oasis names: tc:SAML: 2. 0rattrnane-format juri™>
<sanl tAttributeYalue
¥siitype="wsistring"»j inyd2@coreen.or .kr

Identity Service _
Brovider Provider

<gaml *Attribute
SP 1dP Hame="urn:oid:1.3.6.1.4.1.25170.1.2.9"

Metadata Metadata HameFormat="urn:oasis:names tc: SAML: 2. 0:attrnane—format uri™>
<saml :AttributeYalue
#siitype="wgstring">coreen.or. kr
</sanl tAttributeValue:
</saml :Attribute>
<saml :Attribute
Hame="urn:oid:1.3.6.1.4.1.6823.1.1.1.10"
NameFormat="urn:oasis nanes: tc! SAHL: 2.0 attrnane-format furi”
<saml :AttributeYalue-
<gaml :Name|D
Hamelua | if ier="https://coreen-idp kreonet  net/idp/sinp lesamiphp”
3PMamelual if fer="https: //f i 1esender kreonet . net/sp/sinp | esan | php”
Format="urn:oasis:nanes: tc: SAML:2, 0:nane id-f ormat : persistent "=d74f 17c949df 30493dchet 717195901716 1403
</saml : Hame | D=
</saml *AttributeYalue:-
</saml :Attribute>
</saml :AttributeStatement>

= SAML Namgp: urn:oid:2.16.840.1.113730.3.1.241
. . - = | DAP source attribute: suDisplayname
Assertiond]| & (Attributes) &t /

K4

W
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Attributes provided by IdP

«  Service provider records the required attributes in the SP metadata

« IdP only delivers the attributes that can be provided among the required attributes in
the SP metadata

<%xml version="1.0" encoding="UTF-8"2>

<md:EntityDescriptor xmlns="urn:ocasis:names:tc:SAML:2.0:metadata" xmlns:md="urn:ocasis:n

xmlns:d5="http://www.w3.org/2000/09/xmld5ig#" xmlns:saml="urn:ocasis:names:tc:SAML:2.0:a

xmlns:shibmd="urn:mace:shibboleth:metadata:1.0" xmlns:mdui="urn:casis:names:tc:SAML:met

xzmlns:mdattr="urn:casis:names:tc:SAML:metadata:attribute” xmlns:mdrpi="urn:ocasis:names:

xmlns:idpdisc="urn:casis:names:tc:SAML:profiles:550:idp-discovery-protocol" xmlns:init=
F i ' 2001 /I.Schema-instance" xmlns:xi="http: [ fwww w3, org/2001/

entityID="https: //snu. bookcube blz/sp/shlbboleth">
<md:Extensions>
<mdrpi:RegistrationInfo registrationfuthority="http://kafe.kreonet.net" registrationI

1 A-|H|AI-”_I_X|-O| R;_ﬁ_ M §_I‘O| </md:Extensions>

Identity
Provider

Service
Provider

<md:AttributeConsumingService index="0">
<md:ServiceName xml:lang="en">Bookcube for Secul National University</md:ServiceName>
<md:3erviceDescription xml:lang="en">It is a service that allows you to use e-books online. Users can :
<md:RequestedAttribute FriendlyName="eduPersonPrincipalName" Name="urn:oid:1.3.6.1.4.1.5923.1.1.1.6" N:
<md:Requestedattribute FriendlyName="eduPersonAffiliation" Name="urn:cid:1.3.6.1.4.1.5923.1.1.1.1" Name
<md:RequestedAttribute FriendlyName="email" Name="urn:oid:0.9.2342.19200300.100.1.3" NameFormat="urn:o:z
<md:RequestedAttribute FriendlyName="displayName" Name="urn:oid:2.16.840.1.113730.3.1.241" NameFormat='

</md:AttributeConsumingService>

2. 27548 WS

SAML SP Metadata
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"Attribute-based Access Control

« application service utilizes attributes for user authorization
« Ex.
kisti.re.krofl A& Fl sHlTE MH|A O| 25 5| E95}2f!

<saml:Attribute
Name="urn:oid:1.3.6.1.4.1.5923.1.1.1.9"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic">
<saml:AttributeValue
xsi:type="xs:string">student@kisti.re.kr
</saml:AttributeValue>
</saml:Attribute>

User attributes in SAML Assertion from an IdP

<At >

urn:o0id:1.3.6.1.4.1.5923.1.1.1.9 == eduPersonScopedAffiliation
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'REFEDS Specifications

« Standards, and policies for identity management and authentication within the research and
education community (EtH| EF).

Specification Easy-to-remember description m
Entity Category Spec. assigned to SAML metadata Research and Scholarship

Entity Attribute Spec. assigned to SAML metadata https://macedir.ogr/entity-category

Profile Spec. assigned to SAML messages MFA Profile

Metadata Extension Spec. extended to SAML metadata MDUI (Metadata Ul) extension, MDPRI
(Metadata Registration Practice Statement)
extension

Framework Collection of spec., profiles, and etc. Assurance Framework
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‘Research and Scholarship Category

« Minimize the use of user attributes for privacy preservation.
« SP declares itself as a member of the R&S category - IdP releases a specific set of user attributes
to the SPs in this category.
« eduPersonPrincipalName (ePPN), mail, displayName, givenName, sn,
eduPersonScopedAffilation

SP metadata

<md:Extensions>
<mdattr:EntityAttributes>
<saml:Attribute Name="http://macedir.org/entity-category" NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri">
<saml:AttributeValue>http://refeds.org/category/research-and-scholarship</saml:AttributeValue>
</saml:Attribute>
</mdattr:EntityAttributes>
</md:Extensions>

IdP metadata

<md:Extensions>
<mdattr:EntityAttributes>
<saml:Attribute Name="http://macedir.org/entity-category-support" NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-
format:uri">
<saml:AttributeValue>http://refeds.org/category/research-and-scholarship</saml:AttributeValue>
</saml:Attribute>
</mdattr:EntityAttributes>
</md:Extensions>
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"MFA profile

« Defined in Authentication Context Class Reference (ACR) profile > Determine the level of
assurance.

Request message from SP to IdP

<samlp:AuthnRequest xmlns:samlp="urn:oasis:names:tc:SAML:2.0:protocol"
xmlns:saml="urn:oasis:names:tc:SAML:2.0:assertion"
ID="abc123" Version="2.0" Issuelnstant="2023-06-10T12:00:00Z"
AssertionConsumerServiceURL="https://sp.example.org/acs">
<saml:Issuer>https://sp.example.org</saml:Issuer>
<samlp:RequestedAuthnContext Comparison="exact">
<saml:AuthnContextClassRef>https://refeds.org/profile/mfa</saml:AuthnContextClassRef>
</samlp:RequestedAuthnContext>
</samlp:AuthnRequest>

Response message from IdP to SP

<samlp:Response xmlns:samlp=---,>
<saml:Issuer>https://idp.example.org</saml:Issuer>

<saml:AuthnStatement Authninstant="2023-06-10T12:00:30Z2">
<saml:AuthnContext>
<saml:AuthnContextClassRef>https://refeds.org/profile/mfa</saml:AuthnContextClassRef>

<saml:AuthenticatingAuthority>https://idp.example.org</saml:AuthenticatingAuthority>
</saml:AuthnContext>

</saml:AuthnStatement>
</saml:Assertion>
</samlp:Response>
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OpenlD Connect

« OAuth20] Identity layerE F7t5t 7t .
v Use of the ID token and UserInfo endpoint //// REFEDS
- Next generation federated identityE 2[2t #<f

The Future of Federation

Adding your voice to the future of federations

REFEDS Federation 2.0 Working Group
Tom Barten, University of Chicago and Internet2
Judith Bush, OCLC

//// REFEDS Federation 2.0 Working Group

e Began work in February of 2019
e Global participation in bi-weekly phone calls
e Charter:

WG is following a structured process to gather input from a wide
range of information sources and individual perspectives, in order to
review the past and current states and formulate possible future
scenarios for the evolution of research and education federations.
Data will be analysed and synthesised to articulate the value of
R&E federation, identify potential changes that may increase that
value, and recommend actions that R&E Federations and others
can take to increase their value over time.
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'kDiscovery and Registration

« OpenlD Connect Discovery: A mechanism for RP(Relying Party)s to discovery the OP(OIDC
Provider)’s configuration including endpoints, supported scopes, and public keys
« Dynamic client registration
v" A protocol for RPs to dynamically register with the OP and obtain client credentials (Client ID
and Secret)

Discovery URL

https://[openid-provider.example.com]/.well-known/openid-configuration

Example of an OIDC provider configuration response

{

"issuer": "https://openid-provider.example.com",

"authorization_endpoint": "https://openid-provider.example.com/authorize",
"token_endpoint": "https://openid-provider.example.com/token",
"userinfo_endpoint": "https://openid-provider.example.com/userinfo",
"jwks_uri": "https://openid-provider.example.com/jwks",
"scopes_supported": ["openid", "profile", "email"],
"response_types_supported": ["code", "id_token", "token id_token"],
"subject_types_supported": ["public"],
"id_token_signing_alg_values_supported": ["RS256"]

}

Et11) SP (Service Provider) == RP (Relying Party) == OIDC Client
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'LEnd points

 Authorization Endpoint: User is redirected for authentication and consent.

« Token Endpoint: RP (OIDC client) exchanges the authorization code for tokens

« Userlnfo Endpoint: Optional endpoint on the OP that returns additional claims about
the authenticated user.




Overview of OIDC code flow

2. Request authorization code
(response_type=code)

3. Response
authorization code

1. Request resource

Authorization server

Authorization
— endpoint

. Request ID and
access tokenusing | "

Token endpoint
the code

(grant_type=

lzéfg;%gp)t p e OIDC client

5. Response with ID
and access token

7. Response fror
resource server

6. Request resource
using access token

7. Response from

resource server Resource server
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'LOIDC Authentication flows

« Authorization Code Flow: OP(OIDC provider) issues an authorization code, which the

RP(OIDC client) exchanges for an ID token and access token
« Implicit Flow: OP directly returns the ID token and access token to RP. Less secure.
« Hybrid Flow: OP returns both and authorization code and tokens to the RP

il [ o

Authorization endpointissues all tokens
Token endpointissues all tokens

Tokens not revealed to User agent (Browser)
Client can be authenticated

Refresh token possible
Token relayed via web browser?
Server-to-server communication for tokens?

Yes
Yes
Yes

Yes
No
Yes

No
No
No

No
Yes
No

No
No
Yes

Yes
No
Varies

I KAFE
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y

‘response_type

« Specify desired response

GET /authorize?
response_type=code
&scope=openid%20profile%20email
&client_id=123456
&redirect_uri=https%3A%2F%2Fclient.example.com%2Fcb
&state=abcl123
&claims={"id_token":{"name":null,"email":null}}

response_type values

code Authorization code
id_token implicit
id_token token Implicit
code id_token Hybrid
code token Hybrid
code id_token token Hybrid

token == access_token
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PKCE(‘pixie’) extension

« Proof Key for Code Exchange
« To prevent ‘code interception attacks’

hello a092e9cc6768c50fcee903ed054556e5bfc8347907f12598aa24193
(@ Client= unique secret(i.e., code verifier)2t code challenge(i.e., hashed version of the code verifier)E 4o

ea09ae9cc6768c50fcee903ed054556e5bfc8347907f12598aa24193
(@ Authorization request Al, code challengeE & E'H; response Al, authorization code et

(3 Token request Al, MEE2 quthorization code®t code verifierE 2 'H

o~

@ Authorization server= code verifier2 code challengeE 45t 29| code challenge?t 2 Xx|sH=X| 20l
hash( hello ) == ea09ae9cc6768c50fcee903ed054556e5bfc8347907f12598aa24193

% code challenge method(hash € 112|&)= AFMO| H2|: SHA256 = plain



PKCE(‘pixie’) extension (contd.)

« Authorization code request

/authorize?

response_type=code

&client_id={yourClientld}
&code_challenge=E9Melhoa20wvFrEMTJguCHaoeK1t8URWbuGJSstw-cM
&code_challenge_method=S256

&redirect_uri={yourCallbackUrl}

&scope=appointments%?20contacts

&audience=appointments:api

&state=xyzABC123

« Token request

POST /token HTTP/1.1
Host: server.example.com
Content-Type: application/x-www-form-urlencoded

grant_type=authorization_code
&code={authorizationCode}
&client_id={yourClientld}
&redirect_uri={yourCallbackUrl}
&code_verifier={yourCodeVerifier}

I KAFE
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grant_type

« Usedintokenrequests:e.g.,| am sending grant_type (authorization_code), please

response it!
grant_type 0IDC/OAuth2 Flows
authorization_code Request tokens using the code Authorization code flow
refresh_token Request new access token using a -
refresh token
client_credentials Request an access token using Client Credential Flow
client credentials
password Request an access token using Resource Owner Password
User’s password Credentials Flow
Implicit Request an access token without (deprecated!!)

authorization code
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'kToken endpoint authentication method

« Way a client authenticates itself to the authorization server when making a request to the
token endpoint to obtain an access token or refresh an access token

v Client secret basic authentication:
base64_encode(s6BhdRkqt3:gXAYYki8jW5asTgFi6SpEKjoabVxQn)

POST /token HTTP/1.1

Host: server.example.com
Authorization: Basic czZCaGRSa3FOMzpnWEFZWWtpOGpXNWFzVGdGaTZTcEVLam9hNIZ4UW4=

Content-Type: application/x-www-form-urlencoded

grant_type=authorization_code&code=xyz...&redirect_uri=https://client.example.com/cb

v Client secret post authentication

POST /token HTTP/1.1
Host: server.example.com
Content-Type: application/x-www-form-urlencoded

grant_type=authorization_code&code=xyz...&redirect_uri=https://client.example.com/cb&client_id=s6
BhdRkqt3&client_secret=gXAYYki8jW5asTgFi6 SpEKjoa6VxQn

v Client secret JWT authentication
v" Private key JWT authentication
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'LWhen need the client secret?

 In other words, what cases do we need the ‘token endpoint authentication’?

« Require
« Authorization code flow: Token request, Refresh token request
 Client credential flow: Client credential grant
« Resource owner password credential flow: Resource owner password credential grant

« Do notrequire
« Implicit flow
 Authorization code flow with PKCE
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'kOIDC flows based on response_type

« response_type = code, scope includes ‘openid’

Authorization Server -

1. Authentication &
Client authorization code request

(Browser and Client) Authorization endpoint

3. Token request

[ Authorization Code ] \\
3

% ‘I 4. tokens

v

Token endpoint ]

ID Token

Access Token

YA
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'kOIDC flows based on response_type

response_type = code, scope does not include ‘openid’

Authorization Server -

1. Authentication &
Gl authorization code request

(Browser and Client) Authorization endpoint

3. Token request

[ Authorization Code ] \\
3

[ Access Token ] “ 4. Tokens

v

Token endpoint ]




'kOIDC flows based on response_type

« response_type =token (implicit flow) or response_type=id_token

1

Client
(Browser and Client)

. Token request

Authorization Server

[ Access token

|-

[ ID token

] o

2. Token if
response_type=token

i

2. Token if
response_type=id_token

v

Authorization endpoint

Token endpoint
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'kOIDC flows based on response_type

« response_type =id_token token (implicit flow)

Client
(Browser and Client)

1. Token request

Authorization Server

[ ID token

~————

R

Access token

2. Tokens

v

Authorization endpoint

Token endpoint
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'kOIDC flows based on response_type

« response_type = code id_token (hybrid flow)

Authorization Server -

1. Authentication &
Client authorization code request

(Browser and Client) Authorization endpoint

2. Code and token
ID Token

3. Token request

Authorization Code \\
|

% “I' 4. Tokens

v

Token endpoint ]

ID Token

Access Token

YA
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'kOIDC flows based on response_type

 response_type = code token (hybrid flow), and openid scope is included

Authorization Server -

1. Authentication &
Client authorization code request

(Browser and Client) Authorization endpoint

2. Code and toke
Access Token

3. Token request

Authorization Code \\
|

% “I' 4. Tokens

v

Token endpoint ]

ID Token

Access Token

YA
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'kOIDC flows based on response_type

 response_type = code token (hybrid flow), and openid scope is not included

Authorization Server -

1. Authentication &
Client authorization code request

(Browser and Client) Authorization endpoint

2. Code and toke
Access Token

3. Token request

Authorization Code \\
|

[ Access Token ] “ 4. Tokens

v

Token endpoint ]




'kOIDC flows based on response_type

response_type = code id_token token

Client
(Browser and Client)

Authorization Server

1. Authentication &
authorization code request

ID Token

Access Token

Authorization Code

ID Token

Access Token

2. Code and toke

- 3. Token request

\
/

v

Authorization endpoint

> [ Token endpoint

4. Tokens
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0IDC Token

« Tokens

ID token JWT contains claims about Payload only!

authenticated user (user ID, name, {

email, etc.) "iss": "https://example.com",
"sub": "user123",
"aud": "client456",
"exp": 1623456789,
"iat": 1623456489,
"auth_time": 1623456478,
"nonce": "abcl123",
"name": "John Doe",
"email": "john@example.com",
"email_verified": true

}
Access token Short-lived token to access protected  eyJhbGciOiJIUzI1NilsInR5cCI6IkpXVCJ9.eyJzdWIiOiJ1c2VyMTIzli
resources on behalf of the user wibmFtZSI61kpvaG4gRGIOlliwiaWFOIjoxNjlzNDU2NDg5LCJleHAIO

JE2MjMONTY30DksInNjb3Blljoib3BlbmlkIHByb2ZpbGUgZW1ha
WwifQ.SgVOLWW36a3p6J1Awpkg2k4Nnzcllq_ZK45Zmn8EJ5s

P Re -l Long-lived token used to obtainnew  9LTvx7THINRjfvOtgixcTbDIVmMkQVTXoA
access token, without requiring the
user to reauthenticate.
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Access Token

« Baseb4 encoded (pervious page)

eyJhbGciOiJIUzI1NilsInR5cCI61kpXVCJ9.eyJzdWIiOiJ1c2VyMTIzliwibmFtZSI6lkpvaG4gRGOlliwiaWF0IjoxNjlzZNDU2NDg5LCJleHAIOjE2
MjMONTY3ODksInNjb3Blljoib3BlbmlkIHByb2ZpbGUgZW1haWwifQ.SgVOLWW36a3p6J1Awpkq2k4Nnzcllq_ZK45Zmn8EJ5s

« Decoded (Header and payload)
{

"alg": "HS256",
"typ": "JWT"

}

{
"sub": "user123",
"name": "John Doe",
"iat": 1623456489,
"exp": 1623456789,

"scope": "openid profile email"

« Signature: SgVOLWW36a3p6J1Awpkqg2k4Nnzcllg_ZK45Zmn8EJ5s
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‘Scope and claim

 Claims: pieces of user information - to provide user attributes
« Scopes: broader categories of access and permissions = to provide permissions

What information should be included in the tokens and User’s identity and permissions.
what permissions client should be granted Returned in the ID token or from the Userinfo endpoint
(Not returned by the Userinfo endpoint)
openid, profile, email, address, phone sub, name, given_name, family_name, email, email_verified,
picture
Request format: scope=openid profile email Request format:

claims={"id_token":{"name":null,"email":null}}

GET /authorize?
response_type=code
&scope=openid%20profile%20email
&client_id=123456
&redirect_uri=https%3A%2F%2Fclient.example.com%2Fcb
&state=abcl123
&claims={"id_token":{"name":null,"email":null}}
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offline_access scope

« scope used to request a refresh token

GET /authorize?
response_type=code
&scope=openid%20profile%20email%?200offline_access
&client_id=123456
&redirect_uri=https%3A%2F%2Fclient.example.com%2Fcb

&state=abcl123

Response (skipped several steps)

HTTP/1.1 200 OK
Content-Type: application/json

{

"access_token":
"eyJhbGciOiJIUzI1NilsInR5cCI6lkpXVCJ9.eyJzdWIiOiJ1c2VyMTIzliwibmFtZSI6lkpvaG4gRGOlliwiaWFO0ljoxNjlzNDU2NDg5LCJI

eHAIOjE2MjMONTY30DksInNjb3Blljoib3BlbmlkIHByb2ZpbGUgZW1haWwgb2ZmbGluZVohY2NIc3MifQ.K5t1_CmRo7jcnXYFD
WcNDFQXWcVwp7IKKF TW5T1qQjA",

"token_type": "Bearer",

"expires_in": 3600,

"refresh_token": "9LTvxTHINRjfvOtgixcTbDIVMkQVTXoA",

"scope": "openid profile email offline_access"

}




'LClaims defined for the ID token -

« Without requesting the ‘openid’ scope - no return of the ID token.
« Other claims can be provided through Userinfo endpoint or added to the ID token.

Claim Claim

iss Issuer Identifier nonce

sub Subject Identifier NI d[aal=l Authentication time (optional)

Audience acr Authentication context class reference
(optional)

exp Expiration time amr Authentication methods reference
(optional)

iat Issued at

aud: ID token2 =4I AHsto| = 2210|HE E= API 2|AA

rr
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Brief overview of OIDC code flow - messages

1. Code request

GET /authorize?
response_type=code
&scope=openid%20profile%20email
&client_id=123456
&redirect_uri=https%3A%2F%2Fclient.example.com%2Fcb
&state=abcl123
&nonce=xyz789

2. Code response
HTTP/1.1 302 Found
Location: https://client.example.com/cb?
code=AUTH_CODE_123
&state=abcl123

3. Token request (HTTP request body)

POST /token HTTP/1.1
Host: server.example.com
Content-Type: application/x-www-form-urlencoded

grant_type=authorization_code

&code=AUTH_CODE_123
&redirect_uri=https%3A%2F%2Fclient.example.com%2Fcb
&client_id=123456

&client_secret=abcdef
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Brief overview of OIDC code flow - messages

4. Token response

HTTP/1.1 200 OK
Content-Type: application/json

{

"access_token":
"eyJhbGciOiJIUzI1NilsInR5cCI61kpXVCJ9.eyJzdWIiOiJ1c2VyMTIzliwibmFtZSI6lkpvaG4gRGOlliwiaWFOIjoxNjlzNDU2NDg5LCJI
eHAIOJE2MjMONTY30DksInNjb3Blljoib3BlbmlkIHByb2ZpbGUgZW1haWwifQ.K5t1_CmRo7jcnXYFDWcNDFQXWcVwpTIKKFTW
5T1qQjA",

"token_type": "Bearer",

"expires_in": 3600,

"id_token™:
"eyJhbGciOiJIUzI1NilsInR5cCI6IkpXVCJ9.eyJzdWIiOiJ1c2VyMTIzliwibmFtZSI6lkpvaG4gRGOlliwiZW1haWwiOiJgb2huQGV4Y
W1wbGUuY29tliwiZW1lhaWxfdmVyaWZpZWQiOnRydWUsImlhdCI6MTYyMzQ1NjQ40SwiZXhwljoxNjlzNDU3MDg5LCJpc3MiOi
JodHRwczovL3NlcnZlci5leGFtcGxILmNvbSIsImF1ZCI61jEyMzQ1Nilsim5vbmNlljoieHI6Nzg5In0.8nXwJq3gQzC5D-
ZfJvQ4x0UYvOYfQbJ8P4fE2YmMOFzM"

}

% Bearer: ‘Carrying’ or ‘Possessing’ the permission to access resource
- does not require re-authentication; possession of the bearer token is
sufficient for authentication and authorization.
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‘userinfo endpoint

6. UserInfo request (in authorization header) to Userinfo endpoint: optional

GET /userinfo HTTP/1.1

Host: server.example.com

Authorization: Bearer
eyJhbGciOiJlIUzI1NilsInR5cCI6IkpXVCJ9.eyJzdWIiOiJ1c2VyMTIzliwibmFtZS16lkpvaG4gRGOlliwiaWFOljoxNjlzNDU2NDg5LCJI
eHAIOjE2MjMONTY30DksInNjb3Blljoib3BlbmlkIHByb2ZpbGUgZW1haWwgZWR1cGVyc29uX2VudGlObGVtZW50IGlzbWVtYmV
yb2YifQ.K5t1_CmRo7jcnXYFDWCcNDFQXWcVwpT7IKKF TW5T1gQjA
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VkOther endpoints

« Token revocation endpoint
v' Can revoke access token and refresh token

https://{domain name}/revoke

 Introspection endpoint:
v Can check the validity of access token (common) and refresh token (less common)

https://{domain name}/introspect
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‘acr for MFA profile

« Corresponding to SAML Authentication Context Class Reference (acr)

Authentication request with acr_values Response: payload in ID token
GET /authorize? {
response_type=code "iss": "https://server.example.com",
&client_id=s6BhdRkqt3 "sub": "24400320",
&redirect_uri=https%3A%2F%2Fclient.example.com%2Fcb "aud": "s6BhdRkqt3",
&scope=openid%20profile%20email "exp": 1311281970,
&state=af0ifjsldkj "iat": 1311280970,
&nonce=n-0S6_WzA2Mj "auth_time": 1311280969,
&acr_values=https%3A%2F%2Frefeds.org%2Fprofile%2Fmfa "nonce": "n-0S6_WzA2Mj",
"acr": "https://refeds.org/profile/mfa",
"amr": |
Ildell’
Ilotpll
]
}

AMR: Authentication Methods Reference
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« Check the OIDC message generation
v OIDC provider: INDIGO IAM
v OIDC client: https://oidcdebugger.com/
v' Standard: OIDC

« OIDCdiscovery
v' https://indigo.kafe.or.kr/.well-known/openid-configuration

Property

grant_type authorization_code, implicit, refresh_token, client_credentials,
password, urn:ietf:params:oauth:grant-type:token-exchange,
rn:ietf:params:oauth:grant-type:device_code

request_type code, token

« Credential
v client_id: 6d5f20f3-84d6-4baf-b937-fe232601b606
v’ secret:

« Scope: openid, email, profile
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y

‘Demo (contd.)

« https://oidcdebugger.com/

Authorize URI (required) https://indigo.kafe.or.kr/authorize

Redirect URI (required)

https://oidcdebugger.com/debug

Client ID (required) 6d5f20f3-84d6-4baf-b937-fe232601b606

Scope (required)

openid « Response mode (response_mode): how the response should be
sent from Op to RP

o v’ query: query parameters

jjm8hdabd v' form_post: HTTP POST method

Nonce v fragment: hash fragment (e.g.,

2a8hicjejry https://client.example.com/cb#access_token=abcl23&state

=Xyz)



L
LL
<[
4
oo
®
=




Korean Access Federation

https://www.kafe.or.kr/

support@kafe.or.kr



